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2001 CISA REVIEW COURSE INVITATION TO TENDER

1. INTRODUCTION

The London Chapter of the Information Systems Audit and Control Association invites tenders for the provision of preparatory courses for candidates studying for the 2001 CISA Examination. This document sets out the terms and conditions for the provision of the courses.

2. BACKGROUND

The CISA examination is designed to evaluate an individuals competence in conducting IS audits.  The 2001 examination will take place on Saturday 9th June 2001.  The examination consists of 200 multiple choice questions administered during a 4 hour session.  The questions will cover seven discrete areas or ‘domains’ associated with information systems audit and control.  The content of each of the domains is listed in section four of this document. The domains are:

1.
Management, Planning and Organisation of Information Systems 

2.
Technical Infrastructure and Operational Practices 

3.
Protection of Information Assets 

4.
Disaster Recovery and Business Continuity 

5. Business Application Systems Development, Acquisition, Implementation and Maintenance 

6. Business Process Evaluation and Risks Management 

7. The IS Audit Process

The raw scores achieved by a candidate will be algebraically converted to a scale that rates from a low of 25 to a high of 99.  A candidate who achieves a scaled score of 75 or better will pass the examination.

The Information Systems Audit and Control Association annually produces a review manual covering the seven domains.  This may be used by candidates studying for the examination.  The manual lists other recommended texts to which candidates should seek to gain access.  In addition the Institute publishes practice questions for candidates in paper and computer media form.

3. COURSE OBJECTIVE

The primary objective of the CISA review course is to provide candidates with an opportunity to familiarise themselves with the content and style of the CISA examination and improve their confidence and examination technique.  This is achieved by reviewing the audit and control issues covered under each domain and providing an opportunity for attempting practice questions and discussing the answer.

A secondary objective of the Review Course is to improve candidate's knowledge and understanding of audit techniques and methods in order to assist them in understanding and answering CISA examination questions.

The course does not seek to provide training in computer audit techniques for candidates who do not already have knowledge and experience in this area.

It is essential that the course provider keeps the course objectives clearly in mind in preparing and delivering the course.

4. COURSE CONTENT

There will be a requirement for a course to be run in the evenings that is based in London.  Depending upon numbers, it may be necessary to run two streams providing an additional evening commitment for the course provider.  Course providers should not tender unless they are willing and able to meet this commitment.

Training premises will be organised by the London Chapter at a central location in London.

The modules must be presented by the course provider or trainers employed by, or under formal contract to the course provider.

The modules will cover the seven domains of the CISA examination. The Domains are;

1. Management, Planning, and Organization of IS

      (Content Area, Approximately 11% of exam)

Evaluate the strategy, policies, standards, procedures and related practices for the management, planning, and organization of IS.

Tasks

(a) Evaluate the IS strategy and the processes for its development, deployment, and maintenance to ensure that it supports the organization's business objectives. 

(b) Evaluate the IS policies, standards, and procedures (for example, performance management, change management, project management, security policies) and the processes for their development, deployment, and maintenance to ensure that they support the IS strategy. 

(c) Evaluate IS management practices (for example, IS staffing practices, IS training practices, information security management) to ensure compliance with IS policies, standards, and procedures. 

(d) Evaluate IS organization and structure (for example, roles and responsibilities, segregation of duties) to ensure appropriate and adequate support of the organization's business requirements in a controlled manner. 

(e) Evaluate the selection and management of third-party services to ensure that they support the IS strategy. 

Knowledge Statements

(a) Knowledge of the components of an IS strategy and an IS policy 

(b) Knowledge of leading practices in regard to IS strategy, policy, standards, and procedures 

(c) Knowledge of methods and approaches for the development, deployment, and maintenance of an IS strategy 

(d) Knowledge of IS project management practices 

(e) Knowledge of IS risk management practices 

(f) Knowledge of IS change management practices 

(g) Knowledge of IS quality management practices 

(h) Knowledge of IS information security management practices 

(i) Knowledge of IS business continuity management practices 

(j) Knowledge of IS problem management practices 

(k) Knowledge of IS performance management practices 

(l) Knowledge of IS economic performance practices 

(m) Knowledge of contracting processes and best contract management practices 

(n) Knowledge of roles and responsibilities of IS functions (for example, segregation of duties) 

(o) Knowledge of principles of IS organizational structure and design 

(p) Knowledge of key performance indicators and performance measurement techniques 

(q) Knowledge of relevant legislation and regulations (for example, privacy, intellectual property) 

(r) Knowledge of generally accepted international standards and guidelines in software quality management engineering and process improvement
2. Technical Infrastructure and Operational Practices

      (Content Area, Approximately 13% of exam)
Evaluate the effectiveness and efficiency of the organization's implementation and ongoing management of technical and operational infrastructure to ensure that they adequately support the organization's business objectives.

Tasks

(a) Evaluate the acquisition, installation, and maintenance of hardware to ensure that it efficiently and effectively supports the organization's IS processing and business requirements and is compatible with the organization's strategies. 

(b) Evaluate the development/acquisition, implementation, and maintenance of systems software and utilities (for example, operating system, database management systems, security packages) to ensure ongoing support of the organization's IS processing and business requirements and compatibility with the organization's strategies. 

(c) Evaluate the acquisition, installation, and maintenance of the network infrastructure (for example, voice and data communications, Internet, Extranet) to ensure efficient and effective support of the organization's IS processing and business requirements. 

(d) Evaluate IS operational practices (for example, help desk, user support functions, computer operations, scheduling, configuration management, change management) to ensure efficient and effective utilization of the technical resources which are used to support the organization's IS processing and business requirements. 

(e) Evaluate the use of system performance and monitoring processes, tools, and techniques (for example, capacity planning, problem management, system management) to ensure that computer systems continue to meet the organization's business objectives. 

Knowledge Statements

(a) Knowledge of risks and controls related to hardware platforms, systems software and utilities, network infrastructure, and IS operational practices 

(b) Knowledge of systems performance and monitoring processes, tools, and techniques (for example, network analyzers, system error messages, system utilization reports) 

(c) Knowledge of the process of IT infrastructure acquisition, development, implementation, and maintenance 

(d) Knowledge of change control and configuration management principles for hardware and systems software 

(e) Knowledge of current standards and best practices related to management of the technical and operational infrastructure (for example, problem management/resource management procedures and processes, help desk, scheduling, service level agreements) 

(f) Knowledge of the functionality of systems software and utilities (for example, database management systems, security packages) 

(g) Knowledge of functionality of network components (for example, firewalls, routers, proxy servers, modems, terminal concentrators, hubs, network protocols, remote computing, message queuing) 

(h) Knowledge of Internet, Intranet, and Extranet functionality 

(i) Knowledge of network topologies (for example, star, token ring) 

(j) Knowledge of client/server concepts, principles, and risks (for example, middleware)
3.   Protection of Information Assets

      (Content Area, Approximately 25% of exam)
Evaluate the logical, environmental, and IT infrastructure security to ensure that it satisfies the organization's business requirements for safeguarding information assets against unauthorized use, disclosure, modification, damage, or loss.

Tasks

(a) Evaluate the design, implementation, and monitoring of logical access controls to ensure the integrity, confidentiality, and availability of information assets (for example, programs, data). 

(b) Evaluate network infrastructure security to ensure integrity, confidentiality, availability and authorized use of the network and the information transmitted. 

(c) Evaluate the design, implementation, and monitoring of environmental controls (for example, fire suppression, uninterruptable power supply [UPS]) to prevent and/or minimize potential losses. 

(d) Evaluate the design, implementation, and monitoring of physical access controls to ensure that the level of protection for assets and facilities is sufficient to meet the organization's business objectives. 

Knowledge Statements 

(a) Knowledge of design, implementation, and monitoring of logical access controls 

(b) Knowledge of logical access control principles, tools and techniques 

(c) Knowledge of encryption techniques (for example, Data Encryption Standard [DES], RSA) 

(d) Knowledge of public key infrastructure (PKI) components (for example, certification authorities [CA], registration authorities) 

(e) Knowledge of digital signature techniques 

(f) Knowledge of physical security controls (for example, biometrics, card swipes) 

(g) Knowledge of network security concepts 

(h) Knowledge of techniques for identification, authentication, and restriction of users to authorized functions and data (for example, dynamic passwords, challenge/response, menus, profiles) 

(i) Knowledge of security architecture 

(j) Knowledge of security software (for example, features, limitations, vulnerabilities) 

(k) Knowledge of security assessment tools (for example, proprietary and public domain software used for automated assessment of vulnerabilities) 

(l) Knowledge of Internet technologies security (for example, secure sockets layer [SSL]) 

(m) Knowledge of voice communications technology security 

(n) Knowledge of attack methods and techniques (for example, hacking, spoofing, Trojan horses, denial of service, spamming, fraud) 

(o) Knowledge of sources of information regarding threats, standards, evaluation criteria, and best practices in regard to information security 

(p) Knowledge of security monitoring, detection and escalation processes, tools, and techniques (for example, audit trails, intrusion detection, computer emergency response team [CERT]) 

(q) Knowledge of viruses and detection, prevention, and response mechanisms 

(r) Knowledge of environmental controls (for example, fire extinguishers, cooling systems)
4. Disaster Recovery and Business Continuity

      (Content Area, Approximately 10% of exam)

Evaluate the process for developing and maintaining documented, communicated, and tested plans for continuity of business operations and IS processing in the event of a disruption.

Tasks

(a) Evaluate the adequacy of backup and recovery provisions to ensure the resumption of normal information processing in the event of a short-term disruption and/or the need to rerun or restart a process. 

(b) Evaluate the organization's ability to continue to provide information system processing capabilities in the event that the primary information processing facilities are not available (for example, disaster recovery). 

(c) Evaluate the organization's ability to ensure business continuity in the event of a business disruption. 

Knowledge Statements

(a) Knowledge of business continuity planning and business impact analysis techniques 

(b) Knowledge of disaster recovery and business continuity techniques (for example, hot site, cold site, fail-safe network design, reciprocal agreements) 

(c) Knowledge of disaster recovery planning and business continuity processes 

(d) Knowledge of media backup and documentation backup procedures (for example, offsite storage, frequency) 

(e) Knowledge of testing concepts and methods for disaster recovery and business continuity 

(f) Knowledge of insurance in relation to business continuity and disaster recovery 

(g) Knowledge of human resource issues (for example, evacuation planning)
5. Business Application System Development, Acquisition, Implementation, and Maintenance

      (Content Area, Approximately 16% of exam)
Evaluate the methodology and processes by which the business application system development, acquisition, implementation, and maintenance are undertaken to ensure that they meet the organization's business objectives.

Tasks

(a) Evaluate the processes by which application systems are developed and implemented to ensure that they contribute to the attainment of the organization's business objectives. 

(b) Evaluate the processes by which application systems are acquired and implemented to ensure that they contribute to the attainment of the organization's business objectives. 

(c) Evaluate the processes by which application systems are maintained to ensure the continued support of the organization's business objectives. 

Knowledge Statements

(a) Knowledge of system development methodologies and tools (for example, prototyping, rapid application development [RAD], system development life cycle [SDLC], estimation techniques, object-oriented design techniques) 

(b) Knowledge of documentation and charting methods (for example, flowcharting, entity-relationship [ER] diagrams, modeling) 

(c) Knowledge of application change control and implementation best practices 

(d) Knowledge of software quality assurance methods (for example, testing methodologies, tools, standards) 

(e) Knowledge of risks and controls associated with various application design and development practices (for example, three-tier client/server applications, object-oriented development, data warehousing) 

(f) Knowledge of testing concepts (for example, test plans, test data, test results) 

(g) Knowledge of design of business applications in terms of built-in controls, file structure, interfaces, control reports 

(h) Knowledge of structured system analysis and design 

(i) Knowledge of project management principles, techniques, practices, and standards (for example, Program Evaluation Review Technique/Critical Path Method [PERT/CPM], estimation techniques) 

(j) Knowledge of application systems acquisition processes (for example, evaluation of vendors, preparation of contracts, vendor management, escrow) 

(k) Knowledge of application maintenance principles (for example, versioning, release packaging, change controls) 

(l) Knowledge of programming concepts and techniques 

(m) Knowledge of system and data conversion tools, techniques, and procedures 

(n) Knowledge of emergency change management procedures 

(o) Knowledge of post-implementation review techniques
6. Business Process Evaluation and Risk Management

      (Content Area, Approximately 15% of exam)
Evaluate business systems and processes to ensure that risks are managed in accordance with the organization's business objectives.

Tasks

(a) Evaluate the efficiency and effectiveness of information systems in supporting business processes, through techniques such as benchmarking, best practice analysis, or business process reengineering (BPR), to ensure optimization of business results. 

(b) Evaluate the design and implementation of programmed (for example, automated) and manual controls to ensure that identified risks to business processes are at an acceptable level. 

(c) Evaluate business process change projects (for example, project culture, organization, management, financing) to ensure that they are properly organized, staffed, managed, and controlled. 

(d) Evaluate the organization's implementation of risk management and governance. 

Knowledge Statements

(a) Knowledge of best practice business processes 

(b) Knowledge of e-Business application in business processes 

(c) Knowledge of business process controls (for example, management controls, automated controls, manual controls) 

(d) Knowledge of business process performance indicators (for example, indicators to ensure that business objectives are being met) 

(e) Knowledge of business project organization, management, and control practices 

(f) Knowledge of project progress monitoring and reporting mechanisms 

(g) Knowledge of methods of business process design, reengineering, and improvement 

(h) Knowledge of project success criteria and pitfalls 

(i) Knowledge of corporate risk and control frameworks 

7. The IS Audit Process

      (Process Area, Approximately 10% of exam)
Conduct IS audits in accordance with generally accepted IS audit standards and guidelines to ensure that the organization's information technology and business systems are adequately controlled, monitored, and assessed.

Tasks

(a) Develop and/or implement a risk-based IS audit strategy and objectives, in compliance with generally accepted standards, to ensure that the organization's information technology and business processes are adequately controlled, monitored, and assessed, and are aligned with the organization's business objectives. 

(b) Plan specific audits to ensure that the IS audit strategy and objectives are achieved. 

(c) Obtain sufficient, reliable, relevant, and useful evidence to achieve the audit objectives. 

(d) Analyze information gathered to identify reportable conditions and reach conclusions. 

(e) Review the work performed to provide reasonable assurance that objectives have been achieved. 

(f) Communicate audit results to key stakeholders. 

(g) Facilitate the implementation of risk management and control practices within the organization.

Knowledge Statements

(a) Knowledge of ISACA Standards and Guidelines for IS Auditing and Code of Professional Ethics 

(b) Knowledge of generally accepted auditing standards 

(c) Knowledge of current IS auditing practices and techniques 

(d) Knowledge of techniques to gather information (for example, observation, inquiry, interview, research, automated tools) 

(e) Knowledge of IS/IT developments, practices, and trends 

(f) Knowledge of control objectives and controls related to IS (for example, Control Objectives for Information and related Technology [COBIT®], Control Objectives for Net Centric Technology [CONeCT] 

(g) Knowledge of business sector direction, history, and markets 

(h) Knowledge of IS and business risk (for example, threats, impacts) 

(i) Knowledge of organization's use of system platforms, IT infrastructure, and applications 

(j) Knowledge of project management techniques 

(k) Knowledge of risk analysis methods, principles, and criteria 

(l) Knowledge of strategy and planning processes (for example, organizational and audit planning) 

(m) Knowledge of communication techniques (for example, reporting, presentations, facilitation, negotiation, conflict resolution) 

(n) Knowledge of leadership techniques (for example, strategic planning, facilitation) 

(o) Knowledge of personnel management techniques (for example, staffing, training) 

(p) Knowledge of principles of quality management, financial management, and business management 

(q) Knowledge of governance framework principles
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SUPPORT MATERIALS

The chapter will provide a copy of the 2001 CISA Review Manual and CISA review course material supplied to the Chapter by the International Office of ISACA.  These items will remain the property of the London Chapter and must be returned upon completion of the course.

The timings suggested for each domain are;

Evening Courses;

Week 1
Domain 1
2 hours

Week 2
Domain 2
2 hours

Week 3
Domain 3
2 hours

Week 4
Domain 3
2 hours

Week 5
Domain 4
2 hours

Week 6
Domain 5
2 hours

Week 7
Domain 6
2 hours

Week 8
Domain 7
2 hours

Week 9
Revision
2 hours

Course providers are advised that recent changes in the nature of the examination mean that the Test Enhancement Committee of the Information Systems Audit and Control Foundation, (which sponsors the examination), will now only accept questions into the question pool, from which the CISA examination questions are drawn, if, in the opinion of the Test Enhancement Committee, the questions could only be answered by a candidate who has at least three years computer audit or systems security experience.  As an example, there will be no “definition” questions that could be answered purely from book learning.

This means that candidates for the CISA examination will be required to draw significantly upon their knowledge and experience in order to answer the questions correctly i.e. questions will test the ability of candidates to think and act as experienced computer auditors.  The approach of learning the Review Manual and supporting material will not be sufficient to pass the examination.  Course providers are advised that they should not be over reliant upon either the content of the 2001 Review Manual or the Review Course Material in preparing the course.
Course providers will be required to provide a minimum total of 50 questions covering the seven domains of the examination to enable candidates to practice question answering techniques and test their knowledge. It is suggested that the question are apportioned as follows;

Domain 1
5

Domain 2
5

Domain 3
10

Domain 4
5

Domain 5
10

Domain 6
10

Domain 7
5

The questions must be unique i.e. not found in existing CISA review material.  A copy of the CISA Item Writer Guide-lines will be made available to provide guidance on question structure.

The London Chapter of ISACA will retain the copyright to the questions produced which may not be copied or distributed to anyone other than review course candidates or the Committee Members of the London Chapter of ISACA without the express permission of the London Chapter Committee.

In order to protect the integrity of the CISA examination it will be a contractual requirement that the questions developed by the course provider will not be submitted for entry to the CISA examination question pool.

The Chapter reserves the right to assign a representative or representatives to attend the course at any time to monitor the content of the course and the standard of presentation.

5. PRESENTATION OF THE COURSE

It is essential that the course provider has a sound knowledge of both the CISA examination and practical experience in computer audit.  It is preferable that the course presenter be CISA qualified. The course presenter should be fluent and skilled in leading discussion and guiding candidates to the correct answers.  It is essential that the course presenter has a personal demeanour and background which inspires confidence in the candidates.

6. COMMENCEMENT OF COURSE.

The London Course will commence in April 2001.  The course provider must be in a position to allow the Chapter to publicise course dates and details of provision by 10 February 2001.

7. COURSE ADMINISTRATION.

When the contract has been awarded, the London Chapter will circulate details of the course to all interested candidates registered on the Chapter database and may advertise the course in such publications, newsletters and journals as it sees fit.  Registrations and monies will be collected by the London Chapter Administrator who will also circulate course details to delegates.

8. CONTRACTUAL TERMS

The delivery of the CISA review courses will subject to a formal contract drawn up between the course provider and the London Chapter of ISACA.

It will be an express condition of the contract for the provision of courses that title for the course and support material remains vested with the London Chapter of ISACA.  Course providers must not convey the impression either verbally or in published material that title for the course rests elsewhere. Course providers are free to publicise the course subject to these conditions.

It will be an express condition of the contract that all applications for courses and all monies in respect of payment for such courses are processed by the London Chapter Administrator.  Course providers must not accept applications for course attendance at rates other than those stipulated by the London Chapter Committee unless express permission has been given by the London Chapter Committee.

It will be an express condition of the contract that the copyright for the questions developed by the course provider for use on the course is assigned to the London Chapter of ISACA.

It will be an express condition of the contract that questions developed by the course provider will not be submitted by the course provider to the CISA examination question pool.

The London Chapter Committee can in no way provide a guarantee of a minimum number of course delegates.  It is an objective that the courses should at least cover costs.  If the number of course registrations does not reach the minimum number required to cover costs, the London Chapter Committee reserves the right to cancel the course with no liability for the payment of cancellation fees or expenses of any nature to the course provider.

The course provider is free to offer services to the Midland or Northern Chapters of ISACA should they require a review course provided that this does not interfere with commitments to the London Chapter of ISACA under the terms of contract.

The submission of a tender will be taken as confirmation of acceptance of these conditions.  Course providers should not tender if they are unable to meet these conditions.

9. SUBMISSION OF TENDERS

Tenders must be submitted in a sealed envelope for receipt by the Chapter administrator by 12.00 noon on 10 January 2001.

The envelope must be clearly marked ‘TENDER DOCUMENT’

Tenders must be submitted in writing and must include;

(a)
Details of the total charge to the Chapter for the provision of the evening course(s) specified in the Tender.

(b)
The charge for the provision of two or more evening course streams should this differ from the charge quoted in (a)

(c)
A specification of the training that will be provided and the method used.

(d)
A summary of the background experience and professional qualifications of the course presenter(s) including specific experience in presenting courses of a similar nature.

(e)
Details of the experience of the course provider in developing and delivering training of a similar nature.

FURTHER INFORMATION

Further details of the CISA examination may be obtained from the London Chapter CISA Review Course Co-ordinator;

Michael Christodoulides

C/O District Audit 

01438 351570

Internet: m-christodoulides@district-audit.gov.uk

Or the CISA Co-ordinator

David Spaven,

C/O KPMG

0171 311 5620

Internet:david.spaven@kpmg.co.uk

Tenders must be returned to;

The Administrator,

ISACA London Chapter

10 Drayhorse Road

Ramsey

Huntingdon

PEl7 1SD

By 10 January 2001
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