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1. Recommendation

In order to gather information on how organisations are measuring up to the maturity models of COBIT’s Management Guidelines, it is recommended that a survey be promptly, but professionally, organised. This implies a fast process and succinct results.

2. Reason for Attention

Since the release of COBIT 3rd Edition’s Management Guidelines, many ISACA members and COBIT users have requested information that would allow them to measure how their organisation is doing in addressing the maturity models, relative to other organisations. The ability to be able to respond to the ever-returning management question of  “what are others doing?” will be the primary and immediate benefit of the survey.

3. Target Groups and Beneficiaries 

Three groups are targeted for benefits as a result of the survey:

· Auditors will be able to make control recommendations based on reliable data.

· Security professionals will be able to make security improvement proposals based on reliable data. 

· Management will be able to use this information to make better governance decisions on issues such as aligning IT with the business, reducing IT risk, leveraging IT opportunities and efficiently managing IT resources.

4. Scope of Project, Project Outline and Project Methodology

An overall approach is described here, leveraging three different sources for input for benchmarking. However, since significant effort will be required and fast results needed, a pilot approach is recommended, testing out the three different sources.

While combining the best sources for information with the need to preserve confidentiality, it is proposed to leverage the knowledge of:

(a) Senior auditors (audit partners, directors of audit and inspectors-general) to fill out a simple, condensed form for a number of audit customers, while protecting their identity

(b) The audit community (leadership of ISACA, chapters, members) through a paper-based survey as in (a) but preceded by a front-end survey consisting of the IT Governance Self-Assessment (see Implementation Tool Set)

(c) Past and future downloaders of the Management Guidelines by providing a web-based survey (before or during the download). For past downloaders, an e-mail should be sent to request them to participate.

To address the first source of input, a number of senior audit professionals will need to be identified, primarily from external audit firms. A few sources in government should be identified as well.  Directors of audit in industry may possibly be selected also, but the probability would be low because they would either not want their organisation to be identified or, if they don’t mind being identified, questions may be raised as to the independence of the assessment. External auditors should provide the data for at least five and at most 10 organisations. Government auditors should be able to address at least three organisations. The total set of sources should be reasonably representative for size, industry and geographic location. The major incentive for all participants is that they will get full and first access to the survey results.

The second source of input is ISACA’s leadership, chapters and members. As noted above, it is proposed for this group that the survey be preceded by the awareness tool of the Implementation Tool Set, i.e., the IT Governance Self-Assessment. Responses to the self-assessment can then guide the assessor through the maturity assessment. An initial phase should cover the leadership and the chapter officers. Results of this process will determine the need and the approach of repeating it for the individual members.

What?

Data for only the most important COBIT processes should be gathered. A list has been established based on a survey of a limited number of experts (CSC, etc.):

· PO1—Define a strategic IT plan

· PO3—Determine the technological direction

· PO5—Manage the IT investment

· PO9—Assess risks

· PO10—Manage projects

· AI1—Identify solutions

· AI2—Acquire and maintain applications software

· AI5—Install and accredit systems

· AI6—Manage changes

· DS1—Define service levels

· DS4—Ensure continuous service

· DS5—Ensure system security

· DS10—Manage problems and incidents

· DS11—Manage data

· M1—Monitor the processes

The maturity models for these most important processes need to be reviewed and enhanced with a view to enabling efficient response to the survey.  Most importantly, the maturity models for a generic IT process and for the IT governance process will need to be fed back into the different maturity models. 

How?

Assessors and organisations will need to be uniquely identified while maintaining privacy. Assessors will be requested to provide information to “profile” the organisation and the maturity level (0 to 5) for three different IT domains (core systems, emerging technology and administrative systems). They also will be requested to provide drivers and inhibitors that push or prevent organisations to move up to the next level of maturity.

Assessors will receive the management guidelines for the selected important processes, with the updated maturity models. Some argumentation will be provided as to why the selected processes are the most important. The argumentation should relate the processes to prominent business issues, drawing on the awareness tool covering Management’s IT Concerns (see Implementation Tool Set) and leveraging the most important KPIs and CSFs.

The assessors will be requested to avoid analysing the issue in depth or spending more than five minutes per process. They also will be advised that when balancing between two maturity values, they should choose the lower one.

The attached form, capturing all of the information identified above, should be used by the different assessors. The resulting data should be analysed and summarised into an article or short publication.
Pilot Phase 

1. To validate the approach’s feasibility for the first source of input, the following will be asked to test it out for a few (+/- 5) organisations:

· Paul Williams – Arthur Andersen

· Eddy Schuermans – PriceWaterhouseCoopers

· Bob Parker – Deloitte

· Marios Damianides – Ernst & Young

· Lynn Lawton – KPMG

Equally, we will leverage out government audit contacts (Lainhart, Donahue, Beveridge) to identify three government audit groups who could do it for one to three entities.

2. To pilot the second source of input (ISACA leaders, chapter officers and members), five chapters will be asked to dry-run the survey, e.g., at a chapter board meeting. The chapters suggested below have been chosen so that the exercise can be supervised/coordinated by a CSC or IT Governance Board member :

· Belgium – Erik Guldentops

· Boston – John Beveridge

· London – Gary Hardy

· Paris – Patrick Stachtchenko

· Washington DC – John Lainhart

3. The third source of input can be implemented immediately by putting the survey on the web site with links from the download area and an automated request to fill in the survey. The data will need to be reviewed carefully as there is not much supervision and adequateness of the data may be subsequently challenged.

Staffing

· One project manager will need to be appointed, to arrange the survey logistics, data collection and data processing. This is estimated to take “broad brush” 40 m/d which could to some extent be covered by office staff.

· The full survey will most probably require some contracting staff to expedite data collection.

· More senior industry experts (possibly volunteers) will be needed, to help introduce the project to the different sources based on a presentation explaining objectives, benefits, approach, etc. 

· Members of the CSC and IT Governance Board should be asked to help identify sources and develop the project proposal, prepare the presentation, follow up results and develop a strategy for leveraging the results.

· One industry expert and one academic could be appointed to write a summary article based on the results; alternatively this can be done by the CSC who should be involved at least in a quality assurance mode.

5. Financial Implications

The pilot project, including the development tasks, should take no more than four months from project inception and cost no more than US $25,000. It should be investigated whether the Big 5, Gartner, CSC, Meta Group or others are interested in sponsoring some of the research or cooperating in any other fashion. The full survey and final publication should take at most another five months and an additional US $20,000.

6. Past Work in this Area

There is no past work in this area. 

7. Timetable

Following is an initial project plan with rather more detail in the front part and high level for the second part. The first part needs to be reviewed by the CSC and the second part should be “fleshed out” as time progresses.

Task
Description
Who
When

1
Review project proposal
JL, SC
Feb ‘00

2
Update maturity levels for 15 important processes
CSC members
Mar-Apr ‘01

3
Develop argumentation why the selected processes are important
GH
Mar ‘01

4
Write introductory letter and memo
EG
Mar ‘01

5
Translate proposal into assessment instructions
ES
Mar ‘01

6
Put assessors’ package together and distribute
Office 
Mar ‘01

7
Develop a presentation to introduce the project to participating assessors, cooperating organisa-tions and sponsors
CSC members
Apr-May ‘01

8
Contact Gartner, CSC, Meta Group and Big 5 for sponsoring and cooperation
Project Mgr + CSC members
Mar – May ‘01

9
Activate & follow up the 5 pilots with Big 6 firms
Project Mgr
May–Jul ‘01

10
Activate & follow up the 5 pilots with ISACA chapters
Project Mgr
May–Jul‘01

11
Develop and implement automated survey on the ISACA web site
Office
Mar ‘01

12
Summarise results; record lessons learned; review results and develop proposal for full survey; obtain approval
Project Manager + CSC
Jul – Aug ‘01

13
Develop project plan for full survey
Project Mgr
Aug‘01

14
Execute the full survey project
Project Mgr + contract staff
Sep–Oct ‘01

15
Summarise the results and develop publication
CSC + academics
Nov–Dec‘01

8. Deliverables

Deliverable will consist of an article, possibly a short publication, on the results.

















































