Research Funding Proposal

Please find attached outlines of some of the projects that the ISACF has got Board approval for, and in most cases, researchers, but which require funding.

Could you please consider these projects for possible funding by London Chapter.

A chapter could provide either general funding or specific funding for a particular research area, most larger donations are for specific projects.

Other chapters are funding anything between $500-$10,000.  However, for a chapter the size of London, something closer to $10,000 would be more appropriate.

What are the benefits to the Chapter?  First, you get recognition internationally, and at International as well.  In addition, it gets the Chapter involved in the research area, and can gain leading edge expertise in the subject field (the Digital Signatures project is a good example.).  Third, members feel they are benefitting because publications are produced, which wouldn’t otherwise that reflect their particular needs and interests.

Customer Relationship Management 

Project: The purpose of the Project is to develop an understanding of the risk management.  Opportunities associated with Customer Relationship Management (CRM) software such as that offered by Siebel and Oracle. 

Among the questions that we want to answer through this research are: Application functionality, Technical architecture of the system, Risk management opportunities, as well as Security and Control. The research must be completed and the resulting publications to begin to come on-line in 6-9 (Maximum) months from the time the project is funded and initiated. This reflects, in particular, a significant current initiative on the part of Oracle to enhance its CRM capabilities. 

Funds needed to initiate and complete the CRM research discussed in this document are $75,000.

Wireless Communications 

Project: The purpose of this Project is to provide an in depth analysis of the security risk, security and control requirements associated with wireless networking and to provide a certain degree of assurance that the environment is secured, reliable and adequately controlled. Special emphasis will be directed to integration issues created by information traversing through the Net, cable and other media. 

The research project should cover all available wireless architectures in North America, Europe, Asia and Australia. It should not be limited to a specific geographic location. Among the questions that we want to answer through this research are the security, control and risk management issues associated with: 

· Technical architecture of the wireless networks 

· Wireless technologies and standards 

· Wireless network usage in various industries, including security brokerage, banking and financial institutions 

· Management of security and control in the wireless environment 

· Network-implementation and support requirements (business needs, methodologies, cost and resources) 

The research should focus on major wireless network architectures with also an emphasis on integration issues in using the most recent introduced IT technologies such as the Net and Cable. 'rbe deliverable would be in the style of an ISACF perspective that provides a comprehensive and focused discussion of an advanced topic of specific interest to professionals in the security, control and audit community. 

Funds needed to initiate and complete the wireless network security and control research in document are $75,000.

ERP Environments

SAP

Technology that would be the subject of separate technical reference guides may include such topics as security and controls over:

· ERP business model, implementation methodology

· Integration and methods for linking legacy and distributed systems as well as a host of third-party software solutions

· Business framework that includes independent business components

· Integration technologies and open interfaces that provide an agile, standards-based development environment

· Common interfaces

· Internet enabled

· Workflow management functionality

· Data model

· Development tools

· Intelligent resource planning and technology requirements for the product.  

· IT processing environment

· International operations functionality

While SAP promotes a fully integrated system approach that enables companies to cut costs, operate more efficiently, be more responsive to customer demand, reduce turnover and assist staff in reaching peak performance in the work they do, it also introduces a number of issues:

A research project focusing on security and control criteria would provide a quick source of reference to the project manager and IT audit, security and control professionals.  This Technical Reference Guide would provide more detailed reference on SAP ERP that will be used to further define security and control requirements leveraging on the product’s other facilities.

Leading edge research, in an area in which there is considerable interest, growth as well as security and control issues and concerns.

Similar projects are planned for Oracle and Peoplesoft ERPs.

