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Wednesday 23rd June 2004
An objective of the Information Security Special Interest Group (ISSIG) is to provide a forum for discussion and information sharing in relation to information security. To that end, we have organised a one day event at Bletchley Park, which will be of interest to all internal auditors and security professionals. The event will also offer an ideal opportunity to network with fellow professionals from both public and private sectors. Key speakers will cover the topics of: role of security, web application risks & controls, and distributed desktop data.

Delegate Fee: £70 

including lunch, session notes and an optional tour of the Bletchley Park.

Venue: Bletchley Park, Milton Keynes, Buckinghamshire (www.bletchleypark.org)

Book with the attached booking form. 
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    Wednesday 23rd June 2004 at Bletchley Park,

           Milton Keynes, Buckinghamshire

	10.00 - 10.20
	Registration and Coffee

	10.20 - 10.30
	Chairman’s Introduction
	Stella Ollier

Chairman, ISSIG

	10.30 - 11.30
	Session 1: Role of Security

· The definition of a risk management framework and security perimeter (including role of SLAs). 

· Relationship with outsourced services, role of security organisation and delivering assurance.


	John Pringle.

Boldon James

	11.30 – 11.40
	Coffee
	

	11.40 – 12.40
	Session 2: Applications on the Edge

· The secure design of applications and their interfaces exposed to public access via the Internet 

· Exposure created by programmatic errors such as input validation and bounds checking, allowing unauthorised code to be run

· Application authorisation techniques that will restrict user access only to specific modules, together with methods for securing access from shared terminals.

· Techniques for security testing such as threat modelling, peer reviews, error seeding and extreme programming.


	Phil Pinder 

(MD, Phil Pinder Associates Ltd) 

 



	12.40 – 13.40
	Buffet Lunch

	13.40 – 15.00
	Session 3: Web Application Risk Awareness
Confidentiality breaches of customer information lead to an average decrease in share value of more than 5%. Mitigate the risk of deploying web applications by understanding:

· The risk to data confidentiality, availability and integrity as application layer attacks are not mitigated by existing Firewall, NIDS and HIDS investments.  
· The key dangers exposed by research from penetration tests against over 300 web applications and real-world case studies.

	Mark Sparshott

Imperva


	15.00 – 15.15
	Coffee

	15.15 – 16.15
	Session 4: Distributed Data - Enterprise Vulnerability or Value?

· The fragile last mile of BI - security and management of the enterprise data that keeps the whole business running i.e. the information managed at the desktop (e.g. Excel, Word, Access) 

· Review past examples of security failure and current regulatory comment

· Alternative approaches to solutions.


	Ralph Baxter

ClusterSeven Ltd

	16.15 – 16.30
	Chairman’s Closing Remarks



    Information Security Special Interest Group event

             on Wednesday 23rd June 2004 at Bletchley Park, 

                     Milton Keynes, Buckinghamshire

BOOKING FORM

Please e-mail to make a provisional booking and complete and return booking form together with your payment (made payable to ISSIG) in an envelope clearly marked “ISSIG” to:

Maxine Bushell, "ISSIG", Audit Manager, Surrey Heath B C, Surrey Heath House, Camberley, 

Surrey, GU15 3HD, 

For enquiries please telephone: 01276 707304 or 

Email maxine.bushell@surreyheath.gov.uk
	Name


-----------------------------------------------------------------------------------------------------------

Title/Position


-----------------------------------------------------------------------------------------------------------

   Organisation (name and email) - a confirmation  will be sent to this address unless otherwise indicated

            -----------------------------------------------------------------------------------------------------------

    Telephone Number (for contact before event) ----------------------------------------------

     Special dietary requirements ---------------------------------------------------------------------------

Cheque(s) made payable to ISSIG for £70 per delegate.

Please photocopy the booking form if more than one delegate wishes to attend.

Details relating to Bletchley Park, with directions can be found at www.bletchleypark.org (the visit, then where are we?)




TERMS AND CONDITIONS

Application

1. These Terms and Conditions apply to the ISSIG Event to be held at Bletchley Park on 23rd June 2004.

Fees

2. The cost includes lunch and all conference documentation. 

3.
Please make cheques payable to “ISSIG”.  An email confirmation will be sent to you prior to the event.

Changes

3. No refund for event fees will be available after 31st May, 2004.  However, a substitute delegate will be very welcome at any time, at no additional cost.

4. The Committee reserves the right to change the venue subject to reasonable notice and substitute topics or speakers.  The ISSIG Committee also reserves the right to cancel the event at their discretion, in which case all monies received will be refunded in full.

Liability

5. The Members of the Committee, accept no liability for any loss or damage suffered to delegates or their property.
6. Although the programme has been compiled in good faith, the content of each Speaker’s presentation has been created independently and, as such, the ISSIG Committee cannot accept any responsibility for the content and any consequences ensuing from the application of such content.




























