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Web Sites

Simple single-server solutions

Web Server
HTML + CGI

Browser
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Web Applications

Very complex architectures: multiple platforms
and multiple protocols

Web Services
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Web Applications
Invite Public Access

“Today over 70%0 of
attacks against a
company’s website or
web application come
at the ‘Application
Layer’ not the Network
or System layer.”

- Gartner
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Web Applications Breach the
Perimeter
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Web Application Risk

“Web application incidents cost companies
more than $320,000,000 in 2001.”

Forty-four percent (223 respondents) to the
2002 Computer Crime and Security Survey were
willing and/or able to quantify their financial
losses. These 223 respondents reported
$455,848,000 in financial losses.

“2002 Computer Crime and Security Survey”

Computer Security Institute & San Francisco
FBI Computer Intrusion Squad
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Recent Web Hacks

Visa and MasterCard, February 17, 2003

A hacker gained access to more than 5 million Visa and
MasterCard accounts through a breach of the security
system of a company that processes credit card
transactions on behalf of merchants. One Northeastern
financial institution shut down the accounts of 8,800
customers. MasterCard and Visa would not disclose how
many banks they had notified, but did say “this is not
something regional, it was throughout the nation and could
be any bank.”
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M FTD, February 13, 2003

> One day before Valentine’s Day, a security researcher
%Agg warned of serious security flaws in FTD.com's web site that
TD_% would allow hackers to easily retrieve sensitive data,

including customer credit card information.

Recording Industry Association of America, January
11, 2003

This site was hacked seven times in the past six months,

the most recent of which offered links on the RIAA

homepage for direct royalty-free access to proprietary
music files.
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Tower Records, December 5, 2002

: A vulnerability allowed anyone to peruse Tower Records’
TOWERRECORDS.COM web site to view its database of customer orders. More
than 3 million such records were exposed.

Victoria’s Secret, November 27, 2002

A vulnerability at the Victoria’s Secret web site allowed
customers who purchased items there to view other
customers’ orders.

VICTORIA'S SECRET

Ziff Davis, August 2002

Ziff Davis Media agreed to revamp its web site security and
pay affected customers $500 each after lax security
exposed the personal data of thousands of subscribers.
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Why Web Application
Risks Occur

The Web Application
Security rit
Professionals Secu
Don’t Know The gae ASs 4
Applications

Application
Developers and
QA Professionals
Don’t Know
Security

“As a Network Security
Professional, | don’t
know how my
companies web
applications are
supposed to work so |
deploy a protective
solution...but don’t
know if it’s protecting
what it’s supposed to.”

“As an Application
Developer, | can
build great features
and functions while
meeting deadlines,
but I don’t know
how to develop my
web application
with security as a
feature.”
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Y Developers are not

% Security Professionals

 Application development stresses
functionality, not security

 Lack of awareness of security Issues In
development

 Lack of effective testing tools in QA
* Resource constrained development teams
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Y Security Professionals
are not Developers

 Lack of awareness of application vulnerabilities In
security teams

 Lack of effective testing tools

o Certification and accreditations don’t examine the web
application

« Development cycle missing from security procedures
and audits

 Security scrutinizes the desktop, the network, and the
server. The web application is missing.
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Platform

Known
Vulnerabilities

Slide 12

Administration
Extension Checking
Common File Checks

Data Extension
Checking

Backup Checking

Directory
Enumeration

Path Truncation
Hidden Web Paths

Forceful Browsing

Web Application
Vulnerabilities

Application
Application Mapping
Cookie Manipulation

Custom Application
Scripting

Parameter Manipulation

Reverse Directory
Transversal

Brute Force
Application Mapping
Cookie Poisoning/Theft
Buffer Overflow

SQL Injection

Cross-site scripting

© First Base Technologies 2003




Platform VVulnerabilities

« Known vulnerabilities can be
exploited immediately with a
minimum amount of skill or
experience — “script kiddies”

Platform * Most easily defendable of all

Known

Vulnerabilities web vulnerabilities

 MUST have streamlined
patching procedures

 MUST have Inventory process
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Administration Vulnerabilities

* Less easily corrected than known

ISsues
Administration  Require increased awareness
Extension Checking » More than just configuration, must be
common File Checks aware of security flaws in actual
Cheking oo content
Backup Checking * Remnant files can reveal applications
il A and versions in use
Path Truncation  Backup files can reveal source code
SRl BHElS PRI and database connection strings

Forceful Browsing
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Application
Application Mapping
Cookie Manipulation

Custom Application
Scripting

Parameter Manipulation

Reverse Directory
Transversal

Brute Force

Application Mapping
Cookie Poisoning/ Theft
Buffer Overflow

SQL Injection

Cross-site scripting

Common coding techniques do not
necessarily include security

Input is assumed to be valid, but not tested

Inappropriate file calls can reveal source
code and system files

Unexamined input from a browser can
Inject scripts into page for replay against
later visitors

Unhandled error messages reveal
application and database structures

Unchecked database calls can be
‘piggybacked’ with a hacker’s own
database call, giving direct access to
business data through a web browser
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Parameter Manipulation
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/3 Untitled Document

Fil=  Edit Miew  Faw

INSECURITY, INC.

YOUR SOURCE FOR INSECURE CONSULTING

LEARMN ABOUT INSECURITY

] Latest information about our long-term
assignment,

INSECURE APPLICATIONS

Start preparing early! Here's a schedule
of what's coming up.

WE SUPPORT INSECURELY

Fead a book on this list, write up a
short book review, receive extra credit!

CONTACT INFORMATION

ot a guestion? Contact me,

INSECURElink= |\ | shout Us | applications | Support | Contact Us

& Internet



/3 Untitled Document - Microsoft Internet Explorer

File  Edit
<~ Back

Addres

Miew Fawvorites  Tools  Help
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INSECURITY INC.

YOUR SOURCE FOR INSECURE CONSULTING

INSECURE APPLICATIONS

This copy is used for placement only, This copy is used
for placement only. It is not meant to be read.
Designers use this to show clients how copy would look

Magnifier

nkE Home | aAbout Us | Anplications | Support | C
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File Edit Miew Favorikes Tools  Help |

A Back - = - @ A | @Search [3e] Favorites @Media ®| %v ==
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dartinz S00-500 dartin fhotmefdarrin Mhintbash daemon:x:2:2:daemon:/shin:/shinsnologin
o ' ' ’ ’ adm:x:3:4 :adm:Svar adm:=bin/nologin
Tpix:d:7:0p: Avarspool pd: Ssbhin/nologin
Sﬁnc:x:S:D:sync:f’s in:/bindsync
shutdown:x:6:0:shutdown: shin: shinSshutdown
halt:x:7:0:halt: Sshin: shinshalt
mail:x:8:12:mail: Avar/spoolmail:shindnologin
news:x:9:13:news: var,spoolnews:
uucp:x:lo:dd suucp: AvarSspool fuucp s SshindnoTogin
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Gaining Admin Access
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j http:/ /www.insecurityinc.com/robots.txt - Microsoft Internet Explorer

File Edit Miew Favorites Tools  Help

A Back - = - @ A | @Search [3e] Favorites @Media ®| %v = M=

Address I@http:,l',l'www.inseu:urityinc.cu:um,l'ru:ubu:uts.txt j PGo | Links

Dizallow: foustomers/
Sadmin/
S/
Saupport/
feervices/
ffinance/
‘breakables/
Fhr/

&1Done C [ [ mternet



"a Login Interface - Microsoft Internet Explorer _EE

File Edit  Wiew avorites  Tools  Help

Login Interface

Access denied

Login: |
Password: |

L | Done ’_I_I_ & Internct



"a «<?=%title? = - Microsoft Internet Explorer

File Edit Yiew Favorites Tools  Help
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File Edit Format Help

7
included”. . /phpsecurerPages/secure.php'l;

phpFileFarm <) 2001 - Jason Hines <jason@greenhell. coms
$1d: ndex.php,w 1.25 2001/08/28 21:59:51 www Exp §

* original Anﬁpurta1 {cy 19599 1ohn martin Chttp:/Awww. amyportal. com)
¥ amyPortalphp) by stefan@wiesendanger.org chttp://nger.orgfanyporta
T¢phpd b i i d th i /- 177

This program is free software; you can redistribute it and/ or
deiFg it under the terms of the GMU General Public License

as published by the Free software Foundation; either version 2
of the License, or (at your option) any later wersion.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRAMTY; without even the implied warranty of
MERCHANTABILITY or FITMESS FOR A PARTICULAR PURPOSE. See the

G General TS pe E

vou should have rec
along with this pro ":?

roundation. I Sl meTuded . . SphpsecurerPages/secure.php"l;

==== Histary ======

25 mMay 99 — origina -[

17 SEFP 99 - change Xﬁ==============;:======================:
10 apr 00 - simpTif

18 APR 00 - most of
22 APR 00 - modifie

builtin 1
S IPhpFT TeFarm  ( remr
25 APR 00 - catch some exceptions (not TDDI?FDDT WET
26 APR 00 - catch some more exceptions, dmplicit copy function by sawving
somewhere glse in the detail wiew, MDS Eashed password.
27 APR 00 - Fixed authentication bug.
12 may 00 - Fixed troukle with exec%j with newer wversions of
PHP3. Fixed bug which would send wou o a non-
existent address after file modifications.
24 alz 01 - renamed project to phpFileFarm, cleaned alot of code,
classified the structure, made several optimizations for
PHP4, removed authentication, added allowed upload file types
and max file upload size.
25 AUz 01 - added support for hidden files, added more details to
detail wiew, lowercased all HTML syntax, added authentication.
26 aUG 01 - Fixed bug in dcong) method. replace fixsize() method with a
more accurate algorithm. Added directory totals / summary.
Replaced javascript.back() with a form Cancel button on VIEW
page. Renamed some wars. Fixed bug where wou were trapped in
the error page if directory was not found. Replaced parent
bar with a nice friendly breadcrumbs trail feature.
27 AUz 01 - added theme support, baszed from andromeda; this means that




3 http:/ /'www.insecurityinc.com, cgi-bin/show?../phpSecurePages/secure.php - Microsoft Internet Explorer

File Edit Miew Favorites Tools  Help

A Back - = - @ A | @Search [3e] Favorites @Media ®| %v ==

Address I@ htkp: s, insecuritying, camfcgi-bingshow?, . /phpSecurePages)secure. php j E'{)GD Links **

FadmEmail"y; } mclude{$cfgProghir . flanguageFile); mclude{$cfgProghir . "session php"y; /f choose between login or logout if (Blogout) { /f logout include
{BcfgProghir . "logout php™); } else { if loading login check mclude(EcfgProghir . "checklogin php™; } 7=
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e bletid bl e ol =l
File Edit Format Help

J% This data 95 necessary if a databasze s used ¥/ =

$cfgserverdHost = 'Tocalhost'; A4 Mysal hostname

jcfgserverport = ', A4 MysaL port - leave blank for default port
$cfgserveruser = 'root’; A4 My3alL user

fcfgserverrassword = "zagllwsx'; A Mysol password

§cfopbDatabase = 'phpsecurerages’; A4 Mysol database name containing phpsecurerages tahle
§cfogobTableusers = 'phpsP_users’; A4 MysaL table name containing EﬁpSecurePages user fields
$cfapbLoginfield = 'user’; A4 Mysal Tield name containing login word
$cfopbrasswordfield = 'password'; A mysol Tield name contadining password
$cfgobuserLevelfield = "userlewvel’; A7 mysol field name containing user level

A4 Choose a number which represents the category of this users authorization lewel.
A Leave empty if authorization Tewels are not used.
A5 see readme. txt for more info.
§cfopbuserinofield = 'primary_key'; S4omysal Field name containing user Addentification
A enter a distinct ID if wou want to be able to identify the current user
A4 Leave empty if no ID 95 necessary.
A7 see readme.txt for more info.

Magniier =
Juwnuki patabase - . . .
[information belo A% thHis fata 15 necessary 1T a datahbase

§JcfgobTablesessions . |

sefioys table nalg cfgservarHost = ' localhost
r";f'; My SO tahle nal F':-I:QSEPUEP FII:IrIt — 1 ;

o para e | B CT O SEPVErUS R = 'root]

1
fusepata = true; $cfgzeruerpasswnrd = ' Zagldwsx';

—n

A% this data is nec
§cfogloginfl] = "adm

$cfgrassword[l] = 'hackme J4 password
§cfguserLevel[1l] = ''; A5 user Tevel
?ﬁ Choose a number which represents the category of this users authorization Tevel.
Le
A aonifier E
$cfguse =
ALoen

7 el$cfgLogin[2] = :
kmechgPazﬂwurd[Ej = 'hackme’;
%%E% cfguserLevel [2] -
gggbgg$-:1=ngserID[2] = :

%E;gﬂggrlmajz : == : E—




"a Login Interface - Microsoft Internet Explorer _EE

File Edit  Wiew avorites  Tools  Help

Login Interface

Access denied

Login: a-:lrnir'u

Password:

L | Done ’_I_I_ & Internct



FileFarm - Microsoft Internet Explorer

File Edit Miew Favorites Tools  Help

A Back - = - @ A | @Search [3e] Favorites @Media ®| %v = e -

Address I".Gj hktp: v insecurityine, comyadmingphpfilefarm, php

lse this page to view, add, delete or modify files.

FOLDERS

o
E3boot

Eadey!

Eetc!

(3 home/

Q3 initrd/

o 1%

(£ lost+found/

i T

E3 !

Saont

e

E3root

£ shi/

B35t/

S/

Cyust/

Eyvarl

FILENAME LAST UPDATE FILE SIZE
@ autofsck 04/02/02 02:05:17 PM 0
@ bash_history 09/12/02 06:58:28 PM 9B

8] Done C [ [ mternet




Cross-Site Scripting
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| http:/ /www.freebank.com/banklogin.asp?serviceName=FreebankCaastAccess&templateMame =prod_sel.for - Microsoft Internet E

File Edit Miew Favorites Tools  Help

A Back + = - @ A | @Search [3e] Favorites @Media ®| %v ==

Address Iﬂj http:,l',l'www.Freel:uank.u:u:um,l'l:uanldu:ugin.as|:|?servicEName=Freel:uankCaast.ﬁ.cu:ess&templateName=prnd_sel.Fu:urte&snurce=FreeI:uank&AD_REFERRING_LIRL=http:,l',l'www.FreeI:uanj E'{)GD

Links **

freeBank

online

L]

Customer Login

L]

Financial Planning

Sernvices

L]

Your Accounts

L]

[ ]

Customer Support

Register for an Interest
Checking Account with
FreeBank:

First Marme:

AN LUSERMNAME

o
[ ]
ACcess Accounts

Last Mame:

Fegister

e are corfidert of oo spstem's abilite to protect all
tratcactione; huonaetrer, thic is not an vwdtation for people to
atternpt wrndthorized access to the systen, Thic is 4 prinete
corrpnating systern which is rectricted to axhorized
ndividuals. Sebaal or sttewpted mandthorized uee of this
COMMPAIter Systert gy Teml I il shdfor civil
[prosenztion. We reserve the right to wewr, mondtor, and record
actinityr or the sycten wrifhonnt notice or penndesion. Srge
irfomhation obtaited by monitoring, revisaring, of Tecording is
auahiject to Tevdesar by loar evforcemment oTganizations
coraectio writh the Frrestigation of prosenition of possible
Titnitial activity or the spsten. By are not an asthorized
hacer of this systern or do not conserd to cordirped monitoring,
et the spectern ot this time.

@ Done
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File Edit View Fawortes Toaols Help

‘s Back -~ = - @ il | QSEarch [32] Favarites @Media @ | %v = = -

Address Iﬂj hikbp: /e, Freebank, cornfbanklogin, asprerr=Invalid%200L0gin: S 20AMNY 2 20USERMAME

freeBank

online

L]

Customer Login

L]

Financial Planning

Sernvices

L]

L]

Your Accounts

L]

Customer Support

Register for an Interest
Checking Account with
FreeBank:

First Mame:

ACCESS Accounts

Last Marme:

Fegister

W are cordident of our systemn's ghility to protect all
tratsactiote; honaregeer, this is not an Eedtation for people to
attervipit 1runathorized access to the sesten, This i o private
compnatityg sprtern which is restricted to anthorized
ndividiaale. febaal or sttervpted wedhorized wee of this
COMMEATEET Systett My Tesnlt fh Titiral anddor civil
[procendtior. e recerre the right to wiesr, monitor, and record
activity ot the syrstam withunat notice or penticsion., Sroe
rfomration obtaired b muondtoring, revdeais, of Tecording is
abiject to Tewioar b loar exforcetert organizatione
cormection with the Teestization or proseaition of possible
Timital activity or the sestemn. Byon are not sy amthorized
maser of this systern or do mot consert to cortioed meondtoring,
et the oystem at thic tie.

@ Done

[ [ |4 nternet



3 http:/ /'www.freebank.com/banklogin.asp?err=Invalid Login: <script=alert{document.cookie)< /script - Microsoft Internet Explor

File Edit Miew Favorikes Tools  Help

A Back - = - @ A | @Search [3e] Favorites @Media ®| %v ==

Address I@http:,I',IIWWW.FI’EE‘.'tIaI'Ik..El:lmllltlanldl:lgil'l.EISD?Err=1n\-‘a|id°.-"o2|:|LDgil'l:°.-"02|:|‘=:5Eri|:lt}a'Ertl:dDEl.IITIEI'It.EDDHE‘-‘:I{,I'SEHD'Z} j E'{)GD Links **

Microsoft Internet Explorer x|

& ASPSESSIONIDOGEEOOULG=PEGEOGKCKMFENEGIPPGMFEHT; sessionid

E [ ’_ l_ l_ | Intermet
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164 Dankloyi, aspPserviceName - FreebankCasstAccessSibenplaleNanme - prod_seliore

deBak = = - (D 2] o} | Disemch [g)Fevorites teda F - B - o]
Aadess [8] tpefj1n.2.1 bank S—g

A | ] b /1021, 1604 acct . 5 =] e s
=
Preds | Help | Lt
e ] e ey s e e e | re( e S use r a( e
Wislcome Admin
ACCOUNT SUMMARY
= = -
Mecount Humber  Banking Accnumt Mcenunt
T to real site, making i
W03 Standard Chackin $5421.93
WP IOREEAGET ! i fain b )
16821103839 Intaewst Checking § 240000 § 240000 § 240000
W ZIEEIGET Account
1701 TBEETE Home Equity § 412278 § 15877 32
NEPNEEAGET
i) 1004667 2201 S Month CO § 15000 # ez
WP PDREEAGET
Account Mumber  Ciudit Card Accounts FReegistes Balance Current Balance Available Condit
) 44TITSBIIGS 14 Visa Gabd 2050090 FETHE] $2070.61 Prsh,
DS PI0EA1E T ‘&}
Account Mumber  Loass Duntstanding Balance Avallable Cradit
#) 678 9007665 Vol Loan funm $000
TR0 IZE T Fin Edt  ¥iew Fayworkns Jook  Help
| Accouns | Bumts | Melp | Exit |
@ Accomnts | Register | Tramfurs | Pending Paymuents | Pay Bills | Reports
| Sastument | How Payen | Payee List | Payes Groups |
. freeBank
FrasBani FOIC Ingerad, an Egual Houting Lander online
+ Cuslomes Login
; =
1] B et = Financial Planning
+ Sorvions
* Your Acoounts
= Customer Suppor
=l0jx|

seback =+ - @ ) | Dhsearch [adFavoies Giheds (P | - S S o]

igross [{€] hp:ifLo 2.1 164 barkh

& sal mbu-murj Pco|nm”_

freeBank
onling

« Customer Login

= Financial Planning

= Sendces
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Register for an Interast
Chicking Account with

I
I
o
L]

(e arx comtidere. of oo symuem's sy 1o pomen all

[ actions; hvrever, s s 1t i wiaion o people 1o
e s Ehorim weras o e oo This 4  prives
frcergetong eytm wbhich, te reemited 1 athomd
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FreeBank:  cangctr cyvhem, gy reil B FERmal ndior cRA
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y ity ve o vt e, ot o sy, Ay
First Mame: n . A
[ e gy
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Genuine site

||l tntemet

1 |

Register for an Interest
Chiscking Account wih

trntoule. Actoal or @irpted Truhormed na of hit

FreeBank: feossmputar epctin may TeatE Rl wdve oAl
btarngion, W tataren the right o wheve, T, raceed
Lty o the epeton wthont ntics o pamicese, Ry

Fast M . TAGg,
e g M M g

Last Narn iy om U it Byos ev oot o wathuciond.

rimieal
v of i rrtenn o o et vermed L oo i
et o . s e,

&) oone. [

| ket

EIEN |

Fake hacker site
collects usernames
and passwords
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SQL Injection

Slide 34 © First Base Technologies 2003



Slide 35

/] Book Store - Microsoft Internet Explorer

File  Edit

Favorites  Tools  Help

<EBack ~ = - (@) i | Disearch [ElFavorites GfMeda ¢4 | Y- S =

Address [&] http:f/10.2.1.178

"3 Aline @
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# Bring security to

8

< the development lifecycle ...

 Create and enforce secure coding practices
 Self-assess code during development

* Implement security checks into the QA
cycle

« Consider security during change control and
test for it following the change

Early Detection = Early Prevention
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7 ... and the application

) to security!

 Create Internal awareness campaigns

* Develop and publish best practices

 Create procedures to remediate vulnerabilities
 Perform frequent audits of production systems
« Baseline and trend application vulnerabilities

« Add web application to Certification and
Assessment programmes

Assess In depth to defend in depth!

Slide 41 © First Base Technologies 2003



A
Qo

R—

Slide 42

Manual Assessments

Use combination of scripts and free software
- Achilles, Black Widow

Can be extremely thorough if given enough human resources
and expertise

Extremely slow: lots of request-by-request testing
Highly dependent on individual(s)

- Lacks benefit of concerted centralized R&D

- Cannot ensure consistent results

Difficult to employ through-out entire lifecycle — encourages
“bolting on” security rather than securing in depth.
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Automated Assessments

* Interpret automated web application
assessment using skilled personnel

» Use automated assessment throughout
entire application lifecycle to encourage
true security
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