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Web Sites

Web Server
HTML + CGI

Browser

Simple single-server solutions
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Web Applications
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Very complex architectures: multiple platforms
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Web Applications
Invite Public Access

“Today over 70% of
attacks against a
company’s website or
web application come
at the ‘Application
Layer’ not the Network
or System layer.”

                   - Gartner
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Web Applications Breach the
Perimeter
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Firewall only allows PORT 80 (or 443
SSL) traffic from the internet to the
web server.

Any – Web Server: 80

Firewall only allows applications
on the web server to talk to
application server.

Web Server                   Application Server

                           Firewall only
                       allows application
                    server to talk to
                 database server.

Application Server                   Database

IMAP              SSH              POP3
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Web Application Risk

“Web application incidents cost companies
more than $320,000,000 in 2001.”

Forty-four percent (223 respondents) to the
2002 Computer Crime and Security Survey were
willing and/or able to quantify their financial
losses. These 223 respondents reported
$455,848,000 in financial losses.

“2002 Computer Crime and Security Survey”

Computer Security Institute & San Francisco
FBI Computer Intrusion Squad
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Recent Web Hacks
Visa and MasterCard, February 17, 2003

A hacker gained access to more than 5 million Visa and
MasterCard accounts through a breach of the security
system of a company that processes credit card
transactions on behalf of merchants. One Northeastern
financial institution shut down the accounts of 8,800
customers.  MasterCard and Visa would not disclose how
many banks they had notified, but did say “this is not
something regional, it was throughout the nation and could
be any bank.”

FTD, February 13, 2003
One day before Valentine’s Day, a security researcher
warned of serious security flaws in FTD.com's web site that
would allow hackers to easily retrieve sensitive data,
including customer credit card information.

Recording Industry Association of America, January
11, 2003

This site was hacked seven times in the past six months,
the most recent of which offered links on the RIAA
homepage for direct royalty-free access to proprietary
music files.
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Recent Web Hacks
Tower Records, December 5, 2002

A vulnerability allowed anyone to peruse Tower Records'
web site to view its database of customer orders.  More
than 3 million such records were exposed.

Victoria’s Secret, November 27, 2002
A vulnerability at the Victoria’s Secret web site allowed
customers who purchased items there to view other
customers’ orders.

Ziff Davis, August 2002
Ziff Davis Media agreed to revamp its web site security and
pay affected customers $500 each after lax security
exposed the personal data of thousands of subscribers.
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Security
Professionals
Don’t Know The
Applications

“As an Application
Developer, I can
build great features
and functions while
meeting deadlines,
but I don’t know
how to develop my
web application
with security as a
feature.”

The Web Application
Security Gap

“As a Network Security
Professional, I don’t
know how my
companies web
applications are
supposed to work so I
deploy a protective
solution…but don’t
know if it’s protecting
what it’s supposed to.”

Application
Developers and
QA Professionals
Don’t Know
Security

Why Web Application
Risks Occur
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Developers are not
Security Professionals

• Application development stresses
functionality, not security

• Lack of awareness of security issues in
development

• Lack of effective testing tools in QA
• Resource constrained development teams
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Security Professionals
are not Developers

• Lack of awareness of application vulnerabilities in
security teams

• Lack of effective testing tools
• Certification and accreditations don’t examine the web

application
• Development cycle missing from security procedures

and audits
• Security scrutinizes the desktop, the network, and the

server. The web application is missing.
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Web Application
Vulnerabilities

Platform

Administration

Application

Known
Vulnerabilities

Extension Checking

Common File Checks

Data Extension
Checking

Backup Checking

Directory
Enumeration

Path Truncation

Hidden Web Paths

Forceful Browsing

Application Mapping

Cookie Manipulation

Custom Application
Scripting

Parameter Manipulation

Reverse Directory
Transversal

Brute Force

Application Mapping

Cookie Poisoning/Theft

Buffer Overflow

SQL Injection

Cross-site scripting
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Platform
Known
Vulnerabilities

• Known vulnerabilities can be
exploited immediately with a
minimum amount of skill or
experience – “script kiddies”

• Most easily defendable of all
web vulnerabilities

• MUST have streamlined
patching procedures

• MUST have inventory process

Platform Vulnerabilities
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Administration
Extension Checking

Common File Checks

Data Extension
Checking

Backup Checking

Directory
Enumeration

Path Truncation

Hidden Web Paths

Forceful Browsing

• Less easily corrected than known
issues

• Require increased awareness
• More than just configuration, must be

aware of security flaws in actual
content

• Remnant files can reveal applications
and versions in use

• Backup files can reveal source code
and database connection strings

Administration Vulnerabilities
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AdministrationAdministration

Application
Application Mapping

Cookie Manipulation

Custom Application
Scripting

Parameter Manipulation

Reverse Directory
Transversal

Brute Force

Application Mapping

Cookie Poisoning/ Theft

Buffer Overflow

SQL Injection

Cross-site scripting

• Common coding techniques do not
necessarily include security

• Input is assumed to be valid, but not tested
• Inappropriate file calls can reveal source

code and system files
• Unexamined input from a browser can

inject scripts into page for replay against
later visitors

• Unhandled error messages reveal
application and database structures

• Unchecked database calls can be
‘piggybacked’ with a hacker’s own
database call, giving direct access to
business data through a web browser

Application Vulnerabilities
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Parameter Manipulation
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Gaining Admin Access
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Cross-Site Scripting
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Web Application Attack
Methodologies

Genuine site

Fake hacker site
collects usernames
and passwords

Redirects user back
to real site, making it
look transparent
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SQL Injection
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Web Application Attack
Methodologies
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Web Application Attack
Methodologies

• SQL Injection – E-Commerce Site: Registering
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Web Application Attack
Methodologies

• SQL Injection – E-Commerce Site: Checking for SQL Injection
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Web Application Attack
Methodologies

• SQL Injection – E-Commerce Site: Checking for SQL Injection
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Web Application Attack
Methodologies
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Early Detection = Early Prevention

Bring security to
the development lifecycle …

• Create and enforce secure coding practices
• Self-assess code during development
• Implement security checks into the QA

cycle
• Consider security during change control and

test for it following the change
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Assess in depth to defend in depth!

… and the application
to security!

• Create internal awareness campaigns
• Develop and publish best practices
• Create procedures to remediate vulnerabilities
• Perform frequent audits of production systems
• Baseline and trend application vulnerabilities
• Add web application to Certification and

Assessment programmes
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Manual Assessments
• Use combination of scripts and free software

- Achilles, Black Widow
• Can be extremely thorough if given enough human resources

and expertise
• Extremely slow: lots of request-by-request testing
• Highly dependent on individual(s)

- Lacks benefit of concerted centralized R&D
- Cannot ensure consistent results

• Difficult to employ through-out entire lifecycle – encourages
“bolting on” security rather than securing in depth.
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Automated Assessments

• Interpret automated web application
assessment using skilled personnel

• Use automated assessment throughout
entire application lifecycle to encourage
true security
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Peter Wood

peterw@firstbase.co.uk

www.fbtechies.co.uk

Need more information?
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