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                 January 2004

The London Chapter Newsletter

PRESIDENT’S COLUMN
Well, I hope we are all back at work and feeling suitably refreshed after the holiday season.  I would like to pass on best wishes from myself and the Chapter Board to all our members for a peaceful and prosperous 2004.

London Chapter Board volunteers

Perhaps some members do not generally recognise exactly how much of their own time Board members devote to supporting ISACA and the London Chapter.  Board members volunteer to man the ISACA stand for the whole of the Compsec Conference in October and also at any other event where we are offered the opportunity (such as the recent Cybersecurity Conference at Excel).  This involves Board members giving their time for the duration of the conference to promote ISACA and ITGI and to answer questions from the event attendees (in addition to the physical task of getting the stand and materials to the event!).  I would like to extend my thanks on behalf of the membership for the efforts that all of our volunteer Board members make to ‘show the ISACA flag’.

2004/2005 Chapter Board

We have had some enquiries from prospective Board members.  The main cause for concern seems to be the lack of experience in serving on Boards of this nature.  This should not be an obstacle, as we have a wealth of experience on the Board to share with new members. The nomination form for the 2004/2005 Board is on the website.  Please get in touch with me or any other Board member if you require further information or if there are any matters you would like to discuss.  Also please let us know if you would like to be considered as a volunteer to assist occasionally with some tasks which may arise through the year.

Future events
EuroCACS 2004 will be held from 21-24 March 2004 at Zurich Airport Hilton, Zurich, Switzerland.  Early registration deadline is 14 January 2004.  Please visit www.isaca.org for more details.

Joint Conference  with the ICAEW on Tuesday 27th April 2004.

If you or your colleagues are taking the CISA exam in June, we would encourage you to take advantage of the CISA Domain Training in March and April and the CISA Review Weekend Workshop on 8th and 9th May.  Details are attached and are on the website.

These events are, of course, in addition to the free monthly Chapter meetings available to the membership.  To judge from the membership response, the quality of the presentations we have had over the past year has exceeded the high standards set in 2002.  Our thanks to Nick Fellows and the members of the Events team for their efforts in organising speakers for the Chapter Meetings.

IT Governance Implementation Training

Following the successful course held in October on ‘Implementing CobiT for IT Governance’,  there will be another two-day CobiT course on the 5th and 6th May.  The details are attached to this Newsletter and are on the website.   Please book your place early with Christine to avoid disappointment.    

DataWatch Articles

This is yet another plea for budding authors to  submit articles for the DataWatch article bank.  If you have professional experience which you feel you can usefully share wit the rest of the membership via the pages of DataWatch, then please consider seriously about putting your thoughts down on paper and ‘having a go’!

CHAPTER ADMINISTRATION

Contacting the Chapter

Christine will usually be available between 08.30 - 12.30 each weekday to take telephone calls.  If she is not available just leave a message on the ansaphone, and she will get back to you as soon as possible.  Alternatively you can email her.  All her contact details are at the foot of the page.

Can we remind members who renew their membership locally through Christine to please send your completed Renewal Invoice forms to her so that she may process your renewal with the International office in the States.  This is especially important to register your CPE hours.  
MEMBERS’ MEETING  22nd JANUARY  5.30PM

ABN AMRO, 250 BISHOPSGATE

THERE WILL BE AN  ‘IT GOVERNANCE’  SIG MEETING AT 4.00PM
        ‘WEB APPLICATION HACKING AND HOW TO DEFEND AGAINST IT’

        Speaker:  Peter Wood

Peter is Chief of Operations at First Base Technologies, which provides information security and audit services.  He is a Fellow of the British Computer Society, a BCS Registered Security Consultant, a Microsoft Certified Product Specialist and a member of Mensa. 

Peter has worked in the electronic and computer industries since 1969 and has extensive experience of international communications and networking, with hands-on experience of many large-scale systems.  His Board-level responsibilities have included sales, marketing and technical roles.   As Chief of Operations with First Base Technologies, he works in areas as diverse as network security reviews, firewall penetration testing and policy and procedures.

Web Application Hacking

We used to have simple web sites, designed for marketing or advertising, with no business data anywhere near the web site.  Now we have web applications residing on multiple systems in distributed architectures, using sophisticated programming languages.  Web applications invite public access to an organisation’s most sensitive data – customer information.  Access to the application must be allowed by firewalls and access control lists, otherwise the application won’t work.  This inherent trust is precisely what hackers attempt to exploit. 

Most security professional don’t understand web applications, whilst often web application developers don’t know security.  It’s an old story in new clothes.  Even when web application audits are required, the lack of effective tools has made them impractical.  Frequently security is entirely absent from the application development cycle.  Security departments scrutinise the desktop, the network, even the web servers, but the web application escapes examination.  Security must be brought to the web development team, and the security department must learn application security.   We must ensure that security is ‘baked-in’, not ‘brushed on’.

Peter’s innovative and entertaining style mean that his sessions are always well attended.  He was recently rated the British Computer Society’s number one speaker.  

FUTURE MEETINGS:   Held at ABN-Amro, 250 Bishopsgate.  5.30pm


26th Feb 2004:  'Human Rights Act, privacy in the context of email auditing’.   Speaker:  Neil Barrett.

25th Mar 2004:   ‘Auditing: the outsourcing of IT’.   Speaker:  Tim Wright

22nd April 2004:  ‘Security Built-in through a structured Management approach’.  Speaker: John Smith

27th May 2004:   ‘How to audit an ERP System’.    Speaker:  Gabriel Lung   
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