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Ian R Henderson CISA FCA

Ian Henderson is the Managing Director of Advanced Forensics Limited who provide Forensic
Accounting and Forensic Computer services to law-firms and a wide range of corporate clients.

Mr Henderson qualified as a Chartered Accountant in 1984. He specialised in investigations and
computer audit at an early stage and worked on a number of Government and Department of Trade
and Industry investigations. He is also a Certified Information Systems Auditor. Mr Henderson joined
the regulatory division of Lloyd’s of London in 1986 and was subsequently appointed manager of
Lloyd’s Investigations Department, where he was responsible for investigating suspected fraud or
misconduct world-wide.

In 1996 Mr Henderson was appointed Head of Investigations at the Personal Investment Authority, the
U.K.’s leading Financial Services regulator. He was responsible for many high profile investigations
covering such diverse areas as pensions mis-selling, money laundering, mortgage fraud and theft of
client funds. He was appointed by the Bank of England as a full member of FFIN, the Financial Fraud
Information Network and had regular contact with senior officials at the Treasury, the DTI, the SFO
and other Financial Services regulators.

In 1998 Mr Henderson moved into the private sector and was appointed Investigations Director of a
company specialising in the prevention, detection and investigation of corporate fraud.

In January 2001, Mr Henderson was appointed Special Advisor to the Criminal Cases Review
Commission, where he continues to provide professional advice on high profile fraud cases.

A particular professional interest is the recovery, analysis and presentation of digital evidence. Mr
Henderson has developed a number of innovative techniques in this area, which are particularly
appropriate in cases involving the theft or transfer of intellectual property, the loss of confidential
information or when conducting due diligence enquiries.
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e Advanced Forensics specialise in fraud (=

investigations

e One of the most effective (and cost effective)
techniques is the use of Computer Forensics

e Can be used to clear the innocent, or identify the
guilty
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Advanced

We live in a digital world £, 25505 &

e Traces of what we do are everywhere (Locard’s
Principle - “Every contact leaves a trace”)

e Even if steps are taken to hide the evidence

e Windows OS is particularly good at “covertly”
recording the activities of users

e As are many external sources of data e.g.
Network Server logs
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Advanced

A working definition Forensics &

Computer Forensics is the recovery, analysis and

presentation of digital information in support of an

investigation — to full legal standards of evidence,
if necessary.

Can be used as either INTELLIGENCE or EVIDENCE
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A digital paradox fi-g}f,?s",ﬁg &

e Digital evidence is extremely fragile, and
e Surprisingly resilient!
e But, it needs very careful handling

N

Client Focused Solutions

Best Practice Guide 7}5}”5,73",53 &

Association of Chief Police Officers
ol England, Wales and Morthiem ireliand

Good Practice Guida For
Computer Based Evidence

Client Focused Solutions

© Advanced Forensics 2003



Computer Forensics

ISACA London — 26 June 2003

The main principles

Advanced
Forensics &

DO NO HARM - ensure the original evidence is
not altered in any way (Especially MAC time
stamps)

Always work from a copy, or a forensic image
(Will usually require a DOS based acquisition)

Establish an evidential AUDIT TRAIL

REPLICABILTY - ensure any conclusions can be
reproduced by the other side

vanced Forensics Ltd - 2003 Client Focused Solutions

Standard Operating Advanced
Procedures Forensics &
e Consider a covert acquisition

e Remove network & dial-up connections

e DO NOT turn on

e If on, remove all power sources (DO NOT

POWER DOWN)

Only use accredited forensic tools =
e DO NOT use a DIY approach Z '@
N % ; ;
Dy 2'e
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Why use Computer Advanced
Forensics? Forensics &
e As part of the overall “evidence gathering”

e To eliminate the innocent

e To identify the guilty

e Usually part of an initial covert investigation, or

e To establish corroboration
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Advanced
Forensics &

Some examples where
Computer Forensics may
have been used:

Client Focused Solutions
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‘Tuesday, October 30, 2001 CHTTO

arclays ‘faced
£25m blackmail’

& FORMER Barclays Bask crmplopes
thecatenad o cosmipromise the soounty
of mrdllions of credil and dclwl cards
im m £25million Blackmanl bid, the
O Bailey heand yestonday

Graham Brewne, 36, hesded a
woCunty cncTypion ieam o one of the
bank's compoler cenires

The job gave him access to the
it card pumbers of all the hank s
cusiomers and [he encryplics codes
used on the cands” magaetic strips.

If ey Bocame public, the bank ™
eatine securiny sysiem would have
heen compromised = forcieg il b
spend millions of pounds 1 chasge

BY DAVID FICKLING

s customers” details. Browne was
disillusioned with bay jobs and what
e sarw as the lack of rescurees Bar-
clays was pming into card secarity.

In January last yess he resigned,
thinking ks hosses would plead with
him o sy When they acorplod his
decishon, e hecams mescnifal

He began semding letiers in wiach
b demnandied e bask 561 ) § “woper
security beam’” of 14 experis, including
Bamcl, cach paid £1, Tmillion

b rwise, be wamed, be would

pablscise the bank's lack of seosnty

and the cocded, The podice were called
s identifind Browne a5 the oulpni
Browne said the demsands be made
im a series of four lemers o the bank's
chiel executive were & “hage joke’
Sally Bennet-lenking, prosecuting.
sold the jury: “Yoo may think his alk-
pations of had securily bave menl
Bt thaai s ok the riisat, The quesiaon
is whether he i guilty of blsckmasl *
She xasd of Beowne bad released
sy isformaton @ would have boon
‘Raphly embarasing” for Barclays.
Browne, of Keetslond, Chsshiee,
denies blackmail betwoen Masch and
Sepiember JO0, The cine oftims.

Wednesday,

Octover 31, 2001 [CTEEE1ON

AN ACCOUNTANT hatched an
c-rail phot with a LIS besinesmas
kidnap twa num Bajack their
COmpany. a court yeibenday.
Peter Rapaport, 35, bired pwe thugs
one of whom used to gasrd the
Queen - o ssatch Phalip Masos and
Anne-Marie Mooee o knifepoint.
They were ondored 1o sign resigsa-
tion letters snd decuments handisg
cwnership of their corporale hoap-
tality business 1o David Reiis, who
maslorminded the scheme from his
havime: i Teaas
The victims were handed a st of
rubet aad fodd dhetr famibes wosld

E-mail scam to
hijack company

Y FINIAM DAVERN

suiffer if they didl pot obey themn. The
couple were then releied ol despine
it Ehovals, went stradghi 1o polioe
The ncat day, officers muded ke
Affirary CGeousp in Twickenham, Mad-
diesex, mnd found new ‘owner’ Belss
already enuking himselfl o Bome
Mliddlesen Guildhall Crown Cour
was iodd Mr Mason met Reiss moee
than den yesrs o sl bocame Friends
They had an srresgesment whereksy
the Amscrican was pasd cofmimission
for any deals he helped o set up.
Bt the r!i.:lbn-nl.]'up sstited whaen

Reins demanded £3%.000 he had not
carmed, Mr Mason had no costscy
with him for ssonths - bui Reis was
secreily plottisg reveage with help
froem

Amoag ovidence retrieved from the
accountant’s home was & stnag of
Ty o mal e seni bo Resa

Rapaport, of Maids Yale, West
Laseniion, was oomvicted of conspiracy
to rot and falsely imprisos and
rermarded o cartody entil Movember
16, with & warsiag he faces jail.

Rorins, 45, of Dallss, Texas, Pleaded
guilty at an earlicr hearing and bas
abs vel 1o he sentesnd
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What can we expect to see Advanced
using Computer Forensics? Forensics &

Activity involving deception

True picture of lifestyle / pattern of use
Internet or server activity

Copying of documents

Documents / emails that have been “deleted”

i

g
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Computer Forensics is particularly  Advanced
useful in cases involving Forensics &

Collusion

Theft of Intellectual Property or Confidential
Information

e Receipt of bribes / backhanders
e Forgery of documents / signatures
e EFT fraud Z W&
e Blackmail / intimidation / harassment 43@
W/
Q/ -
© Advanced Forensics Ltd - 2003 Client Focused Solutions
“Hidden” sources of Advanced
information Forensics &
e Windows Swap File f_\ :/
e File Slack rﬂ
e Unallocated File Space
e Windows Registry
e Cookies
e “Recent” Links and Internet History
e Access and other logs
[ ]

Microsoft Metadata E

© Advan
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Windows Swap File Advanced

e Can be dynamic or static
e Often up to 200 Mbytes in size

e The Windows “dustbin” — particularly relating to
recent activity — up to 3 or 4 months old

e Will usually hold images of printed documents

© Advanced Forensics Ltd - 2003 Client Focused Solutions

. Advanced
File Slack Forensics &

e The space between the end of a physical file and
a logical cluster

e Very difficult to hide or destroy
e Can be used to “date” the hidden evidence

Original Data to
end of Cluster

© Advanced Forensics Ltd - 2003 Client Focused Solutions
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2 x 16 KB clusters Advanced

12 Kb of “original” data in slack space

Each cluster 1s between & Kb and 32 Kb

Forensics &

© Advanced Forensics Ltd - 2003 Client Focused Solutions

Unallocated File Space  22/anced,

e “Deleted” documents are not really deleted

e The area on the disk is just marked as available
for re-use

e Specialist tools can recover “deleted” files or
examine fragments of those files

Forensics &

© Advanced Forensics Ltd - 2003 Client Focused Solutions
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Windows Registry Advanced .

e A “gold mine” if used correctly

e Will contain passwords, internet search terms,
applications used or installed, email programs
(including Hotmail and Yahoo), details of
“secure” log-ins

e Protected Data Areas can be decrypted

Forensics &

© Advanced Forensics Ltd - 2003 Client Focused Solutions

Cookies Advanced

e Can be used to track and time stamp internet
activity

e In combination with URL searches can establish
a detailed profile of internet activity

Forensics &

© Advanced Forensics Ltd - 2003 Client Focused Solutions
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“Recent” Links and Advanced
Internet History Forensics &

e Shows the most recent activity, including files
accessed and copied

e Very useful if floppy disks are being used to
“hide” suspicious activity

e Internet History tracks internet usage on a site
by site basis — but can be deleted

W

\V

© Advanced Forensics Ltd - 2003 Client Focused Solutions

Access and Other Logs 7‘2—5}’5,755?@

e Not just on the desktop / laptop

e Can be used to “re-create” a detailed record of
previous activity, with date and time stamps

© Advanced Forensics Ltd - 2003 Client Focused Solutions
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Advanced

Let’s look at theft of IP
by 2 ex-employee’s

““““‘
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Forensics &

Client Focused Solutions

Company had suspicions and Advanced

e Review of laptops used 6 months earlier
e Review of e-mails

e Telephone call logs
e Other covert activity

0o

launched an investigation Forensics &

Client Focused Solutions
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EnCase Report
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Lets look at an EFT fraud 22/2"ced,

e Bank reported suspicious funds transfer over
the weekend to its customer

e Customer established it was unauthorised
e Implemented Security Incident Response Plan

Forensics &

© Advanced Forensics Ltd - 2003 Client Focused Solutions

Immediate Action Drills Advanced ,

Suspend EFT facility

Trace and freeze funds
Preserve evidence

Start hard hitting investigation

I

Forensics &

© Advanced Forensics Ltd - 2003 Client Focused Solutions
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analysed
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Advanced
Forensics &
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What we found ﬁg}f,;’ﬁig &

e Targeted by organised crime
e IT expert infiltrated into company

e Used automated hacking tools — without
success

e Trial and error approach — over 6 months
e Audit logs not fully on or monitored

D=
© Advanced Forensics Ltd - 2003 Client Focused Solutions
Advanced
Eventual outcome Forensics &
e 100% funds recovery
e Method of attack identified
e Perpetrators arrested and now in Jail =
e Lessons learnt and improved security
e All of this in 3 weeks — based 90% on computer

forensics —
~

1

© Advanced Forensics Ltd - 2003 Client Focused Solutions
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Investigative techniques

e Computer Forensics
e Digital Analysis
e Data mining

Advanced

Forensics &

© Advanced Forensics Ltd - 2003 Client Focused Solutions

Types of Digital Analysis

Advanced

Forensics &

Relative Size Factor
Duplicate Payments
Round Numbers & last 2 digits

Number Frequency Factor
Digital Fingerprints

© Advanced Forensics Ltd - 2003 Client Focused Solutions
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Amount

Advanced
Forensics &

Vendor

Client Focused Solutions

BACS Payroll Report

Advanced
Forensics &

e

=

Client Focused Solutions
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Advanced
Forensics &
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. Advanced
Key finding Forensics &
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What have we found? Advanced ,

Deliberate errors introduced into BACS run
BACS run includes expense payments
Error report results in cash payments

Approx £2000 being taken each week and shared
between 3 corrupt employees

i2

o
«é’#

g@\

Dynand”

Forensics &

© Advan
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Relative Size Factor 7}5}”5,73",53 &

Within a sub-set e.g. Vendor name 25,000.00
Take largest item and second largest

Calculate ratio

Investigate anomalies 130.75

Good at finding mis-postings and errors as well
as fraud

© Advanced Forensics Ltd - 2003 Client Focused Solutions

RSF analysis Advanced,
y Forensics &
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Advanced

Cleaning Company Forensics &

b

10 regular monthly payments of £496
Then the big one - £45,173.92

Awarded maintenance contract in suspicious
circumstances

3 man company
Collusion and kickbacks

© Advance

d Forensics Ltd - 2003 Client Focused Solutions

Advanced

Link Analysis Forensics &

>
7
Used to show relationships between, people@
transactions and events S

Often used in Court to explain complex
information

Leading Software is 12

Recently used to submit evidence to the House
of Commons Treasury Select Committee :

© Advance

d Forensics Ltd - 2003 Client Focused Solutions
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Automated data feed
from Companies House

Advanced
Forensics &

NAvE ORSAPPONTED [STATUS 'DATE  POSITION oo
ANTHONY SHITH oR  olouiss CHARVAN Totesos
ANTHONY ST DR 21/12/1o62 Dissahed 251012000 COMPANY GHAIRNAN 2550551
ANTHONY ST bR is0uises CHARVAN 1043
ANTHONY SMITH DR 28l07/io6s Dissoled 151012002 GOMPANY CHAIRWAN 2ussas
ANTHONY ST R iartarions IVESTMENT GONSULTANT Sre1556
ANTHONY ST DR O1/10/ioes Dissoied 251012000 CHARMAN FINANGIL SERVICES 2608002
ANTHONY SMITH DR 1601564 Dissoled 1610711695 BROKER FINANGIAL SERVICES PLC 1910245
ANTHONY ST R isoerioes DIRECTOR 2900056
ANTHONY ST bR so0s/iser CHARVAN Saa0011
WARTIN CADMAN DR pre 0310411902 CONPANY DRECTOR 2a5258
WARTIN GADMAN o 1502/1562 Dissahed 031081685 PENSIONS CONSULTANT saae23
WARTIN GADUAN DR e 3112161 EMPLOYEE BENEFIT CONSULTANT 1170485
WARTIN GADMAN DR bro 3101081 Dissolied 121051698 GOMPANY DRECTOR 236659
WARTIN GADMAN DR " 1902/1962 Dissated 221091904 PENSIONS CONSULTANT 260760
WARTIN GADUAN DR 1007/io66 Dissahed 261111695 PENSIONEER TRUSTEE Sorases
WARTIN GADMAN R owowises PENSION CONSULTANT stasto
WARTIN GADMAN bR 2uoisss ORECTOR s230644
WARTIN GADUAN R osoiisen PENSIONER TRUSTEE 2asiado
WARTIN GADMAN R vi0ises DReCTOR sasoss7
WARTIN GADMAN R 502000 PROFESSIONAL TRUSTEE 4239965
WARTIN GADMAN SEG 2i/10119%  Resigned 041082000 DIRECTOR so048
WARTIN GADMAN DR pre 20/10/1681  Resigned: 19/08/1983 COMPANY DRECTOR 244536
WARTIN GADMAN DR bro 30/04/1952 Resianed: O4/11/1565 COMPANY DREGTOR Ts66180
WARTIN CADUAN DR pre 111011991 Resigned: 04/11/1996 COMPANY DREGTOR Iosrado
ERNEST FENTON SEC 'bre 0108/1001 Dissohed 1111212000 175012
ERNEST FENTON DR pro 01081581 Dissahed 111122000 COMPANY DRECTOR 1750128
CRNEST FENTON R 2i0iise COMPANY DREGTOR 2670225
ERNEST FENTON DR e 150711891 Dissolved 1110411985 ACCOUNTANTIDRECTOR Toi0a%
ERNEST FENTON oR o0t RECTOR GENERAL ASSOCATION O 572640
CRNEST FENTON R ovosises DRECTOR stéoos
ERNEST FENTON R isv200r DReCTOR e
ERNEST FENTON DR pre 30/03/1892 Resigned:  2308/1962 STOCKBROKER Totesi2
CRNEST FENTON DR 01071562 Resigned: 23081962 STOGKBROKER Tooaods
CRNEST FENTON DR e 30/03/1952 Resigned:  2908/1982 STOCKBROKER Toatndt
ERNEST FENTON DR bro 30/03/1952 Resianed: 2908/1562 STOGKBROKER Tosases
CRNEST FENTON DR 1511211565 Resigned: 5112/1567 DIRECTOR 5136069
CRNEST FENTON DR 250071564 Resgned: 21101/1565 DREGTOR 2um3554
ERNEST FENTON DR 2101/1968 Resianed: 26/08/1565 COMPANY DRECTOR saotett
CRNEST FENTON DR 010471963 Resigned: 08112/1967 DIRECTOR Tot0sss
GEORGE GLEVELAND R 500t VESTMERT HANAGER it
GEORGE GLEVELAND R 2woisss INVESTMENT MANAGER Steoo7e
JOMNMATATKO DR pre 1271011952 UNVERSITY LECTURER 2546099
JOHN MATATKO DR pre 0110211953 UNVERSTTY LEGTURER 2579%0
JOHN MATATKO oR - is0ise oReCTOR 2900056
JOHN MATATKO DR pro 10111/1851 LECTURER Torss0s
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Automated link analysis

Advanced
Forensics &
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Digital Fingerprints éﬁ}”j,?ﬁig &

e Good for continuous audits
e Only just being developed

e Use DATAS™ to profile the data at a specific
date

e Then compare it with the profile from a different
date

@5
&/ —
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Spikes at 200,
250, 270, 300,
350, 400, 450,
500 and 550

FIRST THEFF IcaTe

(ol ——— Besdards Lo |

(e ]

© Advanced Forensics 2003 28



Computer Forensics

ISACA London — 26 June 2003

e — - Advanced
— Forensics &
| )
_ Q>
2l %2
Has the
profile :-
changed? Aol
© Advanced Forensics Ltd - 2003 Client Focused Solutions
. Advanced
Operation Ore Forensics &

e The hunt for the UK’s paedophiles

e Itis a CRIMINAL OFFENCE to make, possess or
distribute an indecent photograph of a child

e Includes pseudo photographs and videos
e Making, includes clicking on a URL link

e Most photographs are distributed via
newsgroups or peer to peer software

e The corporate environment is at risk

© Advanced Forensics Ltd - 2003 Client Focused Solutions
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Peer to Peer Software

| Midland Bank €Xp  SEET... g Advanced
- s - Forensics &
s mE— =
- _ ________ Prosecutions
e e e e Tmsesem——am| ON this alone!
DS AL P TR PN R ‘hl-ﬂn ::; e no
=« | photographs
_ .= | found
© Advanced Forensics Ltd - 2003 Client Focused Solutions
Advanced

Forensics &

E.g. KaZaA
Not stopped by many

firewalls

&

Not prevented by site/content filtering
Uses Port 1214 (as default)
File transfer by HTTP GET
Make sure you filter headers with “X-KaZaA-"

)

VxR
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Police Investigations

e Thorough and aggressive, but
e Limited resources

REGISTER
e Will be a career limiting incident

DBB fragments, HASH matching
e No Corporate prosecutions — so far

e May prosecute on a single photograph (or
caution) with 5 YEARS ON SEX OFFENDERS

e Will use advanced forensic tools — including

Advanced
Forensics &

ot

Qan23n3"
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Bank Employee Fraud - April
2002

Advanced
Forensics &
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Bank fraud — April 2002  A2vanced

~

Senior IT analyst “Mr fix-it” =

Had access to live data I ¥
Lots of “red flags” >
Approx US$ 7 million stolen over 3 years & ©)
Essential to use an IT based approach dueﬁ%éé\af]l

complexity of the fraud Daynan?”

© Advanced Forensics Ltd - 2003 Client Focused Solutions

r C Advanced
Investigation priorities Forensics &

Exposure verification — How big is the fraud?

Asset identification & recovery — Get our money back
Criminal prosecution — Punish the criminal
Improvements and control — Stop it happening again
Business continuity and integrity — keep trading

© Advanced Forensics Ltd - 2003 Client Focused Solutions
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Advanced

Problem areas Forensics &

e 3 separate systems
e Data dictionaries not up to date
e Very high volumes of data
e 20 Gb plus in system logs EACH DAY
e 400 staff with system access — 20 “super users”
e Liaison with National Clearing Bank
e Limited processing resources d‘!—;
e Much trial and error testing needed /\‘ )
e Safeboot protected laptop QIF;&%]
© Advanced Forensics Ltd - 2003 Client Focused Solutions
Forensic evidence Advanced
acquired locally Forensics &

e Forensic software and instructions e-mailed to

the IT Security team in Prague

e Forensic Images saved to temporary hard drive

and distributed on CD’s

e Safeboot successfully dealt with
e Analysis of Forensic Images conducted in

London & Prague A

© Advance

d Forensics Ltd - 2003 Client Focused Solutions
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The basic tools .....

Advanced

Forensics &

© Advanced Forensics Ltd - 2003 Client Focused Solutions

What did we expect to
find?

o deleted or encrypted files
e internet activity

e lifestyle information

e traces of assets acquired

e direct evidence of the fraud

Advanced

Forensics &
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Advanced
The fraudster! Forensics &
Client Focused Solutions
On-line banking Advanced
statement Forensics &
] ali LB
ey ] —

Client Focused Solutions
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Assets purchased with Advanced

the bank’s money Forensics &
|

Diamonds from Advanced

Amsterdam Forensics &

Client Focused Solutions
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Advanced

www.privateislandsonline.com £, ohcine &

Client Focused Solutions

Holidays and possible Advanced
acquisitions Forensics

Client Focused Solutions
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His much loved Harley Advanced
Davidson Forensics &

Client Focused Solutions

Advanced
Property purchases Forensics &
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Detailed maps and
photographs of assets

Advanced

Forensics &

© Advanced Forensics Ltd - 2003 Client Focused Solutions

used

Some of the techniques

[ ]
[ J
e Analysis of financial data
[
[

Data mining and text indexing

Analysis of Internet History Logs
Recovery of deleted documents

Analysis of System and other logs

Advanced

Forensics &
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Analysis of internet history

Advanced

Forensics &
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Securely deleted documents

Advanced

Forensics &
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Analysis of ALL banking Advanced
transactions . Forensics &
|-|. _ . . - .1 . . -|rl_l':
. . e A |
- Aacore dsbor ¥ pry-o - TN
e Approx 35 million transactions in 3
= months — only 17 identified as
LI | L]
T fraudulent — so far!
T - a4 Foclos 1-':—'-.-._.- oo
TR ) R .
- ..g'_"'..-"'
* S —
:—.'E '-.:T-'_.' N - N

All data files indexed and  Advanced
searchable Forensics &
Client Focused Solutions
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AS 400 data reviewed for Aadvanced
Forensics &
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Final result — April 2003

HLADA FEONTE

DNES

Programitor dostal 7 let

P.u-.-l'-ql aupord vyvedl § lasky @ sieke mild

- 7 years in prison

- 95% of all funds
recovered (US$ 6.5
million)

- improved
systems

Advanced
Forensics &
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Other potential problem  Advanced
areas — to consider Forensics &

e Large hard disks

e Large amounts of data (including email)
e Encryption

e Size of audit logs

e Training for IT Audit (and IT Security)

© Advanced Forensics Ltd - 2003 Client Focused Solutions

Lessons for the future 7‘2—5}’2,7555@

e Test data dictionaries

e Develop in-house data mining skills — possibly
internal audit — look for the “killer” test

e Just one person can make the difference

e Aim for a 5:1 recovery rate
'
g\ rf""'\""

e Always use Computer Forensics

© Advanced Forensics Ltd - 2003 Client Focused Solutions

© Advanced Forensics 2003



Computer Forensics

ISACA London — 26 June 2003

K . Advanced
ey points ..... Forensics &

©

§
e It’s people, not systems, that commit fraud \
- Watch for Red Flags
e Don’t underestimate the power of Forensic
Evidence
- Incorporate into contingency plans NOW
e Don’t just design controls for compliant people
- Crooks will ignore them
e Do involve the fraud specialists
- at the design stage & when a fraud is suspected

© Advanced Forensics Ltd - 2003 Client Focused Solutions

Action Points 71-5}’5,75"}55 &

e Actively consider how to use Computer
Forensics

e Make use of the evidence you didn’t know that
you had!

e Set up contingency plans to capture forensic
evidence

© Advanced Forensics Ltd - 2003 Client Focused Solutions
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Where to go for further help

Advanced
Forensics &

lan Henderson
irh@advancedforensics.com
Office: 020 7226 0303
Mobile: 07940 540 399
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