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T |nsiders - the Facts

)

e 70% - 80% of hacking comes from
within the organisation

* 50% of job applicants misrepresent
their credentials, of which:

53% falsify length of employment

51% inflate past salaries

45% lie about their criminal records

44% misrepresent their former job title

35% falsely identify former employers

Information Systems Control Journal, Volume 3, 2002 \
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Whereto start?
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o Plug and go

Ethernet ports are never disabled ....
... Or just steal a connection from a desktop

NetBIOStelsyoulotsandlots......
.....And you don’t need to be logged on
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Get yourself an | P address

e Use DHCP since amost everyone does!

e Or ... useasniffer to see broadcast packets
(even in a switched network) and try some
suitable addresses

: 00:02:E3:17:9E:A3 <=3 Broadcast 192, 165,254,858 <=> 192,165,254, 255

1564 IP/LIDP O0:02:E3:17:9E:A3 <= Broadcast 192,168,254 .88 ==> 192,168.254.255 137 <=> 137
1630 IP/LIDP O0:02:E3:17:9E:A3 <=1 Broadcast 192.168.254.88 <=>192,168.254.255 137 <== 137
2403 IP/LIDP 00:02:E3:17:9E: A3 <=3 Broadcast 192.168.254.858 «<=> 192.1668.254.255 137 === 137
2433 IP/LUDP O:0Z:E3:17:9E:A3 <=2 Broadcast 192,168.254.88 «=> 192,168.254.255 137 <=> 137
2491 IP{LIDP 00:02:E3:17:9E: A3 <=> Broadcast 192,168.254.88 «<=> 192,166.254.255 137 === 137
3174 IP/LDP O0:02:E3:17:9E:A3 <=2 Broadcast 192,165,254 .88 «<=> 192.166.254.255 138 <=> 138
4811 IP/LDP 00:01:E6:3F:A2:07 <=3 Broadcast 0.0.0.0 <=5 255.255.255.255 68 === 67
S069 IP/LIDP O0:02:E3:17:9E: A3 <=1 Broadcast 192,168,254 .85 <=> 192, 168,254,250 137 <== 137
S093 IP/LIDP O0:02:E3:17:9E:A3 <=3 Broadcast 192,168.254.88 <=> 192,168.254.255 137 <=> 137
5127 IP/LIDP 00:02:E3:17:9E:43 <=> Broadcast 192,165.254.858 «<=> 192,166.254.2558 137 === 137
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Browsethe networ k

BN Microsoft Windows Network

File Edit Wew Favorites Tools

saBack ~ = - | “Ch search |%Fnlders @”ﬂg W X @ | e

Address I-,l'!' Microsoft Windaws Nebwark,

Folders

»

@ Deskkop

E@, My Computer

EI My Mebwark Places

'@' Movell Connections

EI@ Entire Metwork.
E|-r|4 Microsaft Windaws MNetwork,
. gk, White-hat-lab

- B3 white-hat-1

=l-sih Warkgroup
E@ Frodo
Gandalf
E@ Merty

. Strider

-rl"!' MetWare Services

? F:% Recycle Bin

----- & Internet Explorer

]ﬁ My Documents

(|

Marme ¢ I

s White-hat-lab
&Wnrkgrnup
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Pick atarget machine

BN Microsoft Windows Network

File Edit Mjew Favorites Tools  Help
=Back » = - | @_Search |%Fnlder5 @“;ﬁ q; Fom | il

&ddress I.,l'!' Microsaft Windows Nebwark,

Folders ® || Name I
'] Desktop s White-hat-lab

EI@ My Computer &Wnrkgrnup

EI My Mebwark Places
'@' Movell Connections
EI@ Entire Metwork.

E-rlg' Microsoft Windaws MNetwark, Pi Ck a target ‘

g White-hat-lab

- B3 white-hat-1

=l-sih Warkgroup
@ Frodo
Gandalf
E@ Merty

. Strider

-rl"!' MetWare Services

? F:% Recycle Bin

----- & Internet Explorer

]ﬁ My Documents

(|
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g Try null sessions...

C:x>nhtstat —a frodo

Local Area Connection:
Mode IpAddre=zs: [192.168_.254_.481 Scope Id:- [1

MetBIOS Remote Machine Mame Tahle

UNIQUE Regiztered

UNIQUE Regiztered
LORKGROUP GROUP Registered
FRODO UNIQUE Regiztered
LWORKGROUP GROUP Registered
KEI ROM UNIQUE Regiztered
WORKGROUP UNIQUE Regiztered
--__MSBROWSE___.<@1> GROUP Registered

MAC Address = BA-BA2-E3-17-2E-A3

Czx>net use ““fFrodosipes ' suz'
The command completed successfully.

Gos>
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... and list administrators!

#.2Somarsoft DumpSec {formerly Dun‘npﬂtl’_’.l___".«"-;":;':. 1] =|0] x|
File Edit 3Search Repork Wiew Help
Groug HemberType Groupllember
Administrators Administrator
Administrators User keiron
Administrators  User pete
Backup Operators
Guests User Guest
Power Users
Replicator
Users User pete
Found & groups |IIIIIIIIIIII1 o
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Typical passwords

administrator
arcserve

test
username
backup

tivoli
backupexec

null, password, administrator
arcserve, backup

test, password

username, company

backup

tivoli

backup
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Game over!
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Unprotected Shares
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Browse for shared c-drives

H.

g Debi
= ey
-

Faxdata

- Jeeves
=3 CDISK

D “mzzetup.t

D Brequest

D Cdrom

ke

1]

- (2] mister

D taouse
-1 Multimedia Files

CI Magent
CI Meodiree
[:I Mwclient
-

|;}..ahile:c't.£.sj_.$ql§£h=;d e

| 1] Jeeves pul

Name_ | Size | Tupe | Modiied | tibutes |

TKE  PwL File 2700 5:37 PM &

Find aPWL file
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[Z) Repwl (version 6.5, commercial)

4 Crack the PWL file

FhL file

H:AEXTERMAL . etk

zer name | JEEWES

dn

Faszword |

-

Browsze

Glide

CheckPazsz

Brute fu:urn:el SmartForce  Dictionary

Drictionan IG:RS OURCESNSECURIT Y SDictionaries' Browse |

Cached pazswords

=10 ]

File: I M etk
revieweevesh EEVES Pl

Uzer name; JEEVES'

FPazzward: "

b4 ail: TS50 =

Fazzword: wooster'

b il lF§ S S0 =

Fazzword:"

M Server'ERIE

Login; paszword: \JEEVES WOOSTER'
M Server'FOM'

Login:paszword: JEEVYESWOOSTER'
M Server'FRED!

Login: password: JEEVES WOOSTER'
M Server FOMT'

Login: paszword: JEEVES WOOSTER'

Hubrid brute [
?earchF‘asswnrdFas@ SearchFazsword
0:0:0:1 .
DY s CheckPazsFast | Clienty Semnver
CFU)  Ahout) | [~ Zombie mode Help | ady
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Use the logon

Folders x |
Ef_jj Ceskkop . |

IL:'.I £-_J, My Compuker ovell Login
l_' E My Mebwork Places
i B Movell Connections

: - S Firstbase

= ‘ﬂ Entire Metwork

: D .,l'a' Microsoft Windows

- White-hat-lab

Novell Client

B &. otk tun Usermnarme; !Jeeves

E@ Frodo Fazsword: i“““““‘“‘
Ei izandalf
-2 merry Bindery | Seript |
Ij Q Stramge-qu

: - Q Strider SeErver Ifir:tbase ;I Al

D .,l'a' MebiWare Services

- ’-:j data on Firsthase

----- "3 Recyvcle Bin
{@ Internet Explarer
EI‘@ My Documents
E:I Adobe
{1 My eBooks
Lﬂ Mw Pictures

E{:] PiaP I—I

T kK Cancel
f_‘l Security

] Techhet
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Plain Text Passwords
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o Netlogon

In the unprotected netlogon share on a server:

logon scripts can contain:
net use \\server\share “password” /u:*user”

= gjg M ebwiark, Meghborhood _I
 E-5 Entire Metwork
] Er.,!'é' ticrozaft \Windaws Metwork:
E“—,!'é’ Metia/are or Compatible Metwork:
":'ﬂ Unknown
-2 hantd
# ] NETLOGOM |
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o) Registry Scripts

In shared directories you may find
reg fileslikethis.

Y LOCAL _MAC \SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Winlogon]
"DefaultUserName"="username"
"DefaultPassword"="password"
" AutoAdminL ogon"="1"

Slide 19 © First Base Technologies 2003



Simple Sear ches

# Search Results =10l x|
File Edit ‘iew Favoribes Tools  Help i
= Eack -~ =p - | @4 search 1y Folders cA | s 0 % A | i
Address E@ Search Results j o

Search ¥ | | Mame | In Folder
'Gt N | @ Enter vour search criteria to begin,
@ Search for Files and Folders (e

Search for filez or folars named:
I".dn:u:

LContaining test:

I% Diats on ‘Firstbaze' [G:) j

Search Mow Stop Seanch |

[ Date
™ Tupe
[ Size

[T Advanced Options «||4] | ﬂ

|III object(s] i
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Packet Sniffing

Leave the sniffer
running

Capture all packets
to port 23 or 21

Run the capture
file through
TCP.demux

Theresult ...

Generated by : TCP.demux V1.02

Input File: carol.cap

Output File: TB0O00463.txt

Summary File: summary.txt

Date Generated: Thu Jan 27 08:43:08 2000

10.1.1.82 1036
10.1.2.205 23 (telnet)

Uni 2.1.3 (mikew) (pts/31).

login:
cl_Carol
Password:

carol1zz

UnixWare 2.1.3.

mikew.

Copyright 1996 The Santa Cruz Operation, Inc. All Rights Reserved..
Copyright 1984-1995 Novell, Inc. All Rights Reserved..

Copyright 1987, 1988 Microsoft Corp. All Rights Reserved..

U.S. Pat. No. 5,349,642.
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Game over!




Password Cracking
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How to get the SAM

3
o

* Server memory (registry)

o c:\winnt\repair\sam (invoke rdisk?)
* Emergency Repair Disk

« Backup tapes

 LOphtcrack’s sniffer
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File Cdt Tools ‘wWindow Help

Brute Foroe-77NON 0.05 . |_" e
A A PR TN Pl aiae B gtn e
User Name .-.%?E@iﬁf#@)@ |'NT Password

Administrator PLSSTIORT:
RT3 NO PLSSTTORD
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ol Gameover!
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Direct Methods

Slide 27 © First Base Technologies 2003



KeyGhost

To install the KeyGhaost you simply unplug the keyboard cable from the back of
the PC, plug it into one end of the KeyGhost, then plug the other end back into
the PC. Mo software installation 1s necessary!

BEFORE

Forsecurity reasons, the photo (abowve right) iz only a representation of
mhat the Keyehost looks like, The actual KeyGhost | iz injection
moalded to look exactly like an EMC Balun.
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r KeyGhost - keystroke capture

Keystrokes recorded so far is 2706 out of 107250 ...

<P\Né><CAD>fsmith<tab><tab>arabe|Ia )
XXXXXXX one<tab><tab> None<tab><tab>

<CAD> arabella
<CAD>

<CAD> arabella
<CAD>

<CAD> arabella

exit

tracert 192.168.137.240
telnet 192.168.137.240
Cisco

© First Base Technologies 2003



L inux boot disk

Windows 2000

Free Emaill

Already have an account?
Login below:

E?T @ O E; Ihttp:,l',l'www.nttu:u:ull:u:ux.cu:um,l'public,l'tnnls,fbd?'atldrm.zip 1|rI a0 ”imgQQDEFs TI Search ” 100%: L‘
2IAdmin Tools =
= HotFix Control - Tells you what hotfises and service pack you have applied, neat utility. (163K
LCareers
User28ID/SID2User - Look up the SID of any domain account, Want to know what SID belongs
FAQ tognbat ticar Sccomtr rEfl
BSOD
NT Admin Boot Disk - Linux Boot Diskette for NTFS, resets the Administrator Password. Use
hethass rawrite.exe (included) to make the floppy from the .bin file NOTE: May not wark with SYSKEY.
T {1.4M% NEW! Updated .bin file located here:
Pop Quiz XTeq's X-Setup 5.7 - Called "The Mother of All Windows Tweak Programs", this program lends a
handy way to personalize your system, Edit boot options, stop programs from automatically
Hasrels loading with Windows, and remowve items from the uninstall list. It also contains some handy
g security settings and administrative options, normally done by editing the registry. Visit their site
- far more details and add-ons.
Newves
MetLab For NT/95 - An excellent combination program with Finger, Trace, Quote, Whals, Port
Contact scanner, other neat goodies. (467K
Resplendent Resolver For NT/2000 - Don't you just hate it when you try to install or run a
Seasity program and it whines about "Requires Windows NT SP3", even though you're running SPE or

Windows 20007 I did too, Then I tried out this little gem from from Resplendence, More Info...

Open File Manager - From St. Bernard Software. Did you ever have a backup fails because a file
is in use? (I wish I knew about this little gem back in the days of cocimail @) allows your existing
backup software to successfully capture files that are open and in use on Windows NT/2000 and
MetWare platforms,

Slide 30
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NTFSDOS

gFEODS Ihttp:,l',l'www.svsinternals.com,l'ntWZHfreewareINTFSDOS.shtml vi GO ”nthread vI Seatch II 100%; L‘

L3 - FREEWARE =
) !Z-mternals

Mark Rusamovich & Elma Cogswall
Advanieed Utiitias = Techscal Information » Sourcs Cobe Resources Site Map Licensing About Us Home

NTFSDOS

Copyright © 1996-2001 Mark Russinovich and Bryce Cogswell i

-

Windows NT/2

Last updated September 11, 2004 v3.0ZR+

Source Awards
Information M&%
i
Windows 95/98/Me S - C
Utilities AR A
Source Infroduction
Information Ifyou are interested in accessing MTFS drives from Windows 95 orWindows 98, then you should

use MTFS for Windows 98 rather than NTFSDOS. Full readhwrite access to NTFS drives from DOS is
availahle with NTFSDOS Professional Edition. Ifyou want to salvage files off a corrupt NTFS wolume

Linux ausznaicanhilES haot sactoracnaritian ahle.see intamals DiskCammands:

Utilities MTFSDOE.EXE is a read-only netwoark file system driver for DOSMindows that is ahle to recognize
and mount KTFS drives fortransparent access. tmakes MTFS drives appear indistinguishahle from
standard FAT drives, providing the ahility to navigate, view and execute programs on them frorm DOS
ar frorm Windowes, including from the Windows 3.1 File Manager and Windows 95 Explarer,

E I=-1=3-] EEEH ms Em'm filo hoforo contactine s for baln
Enhancements over v2.00

Version 3.0's enhancement averv2.0 isthatitis capable of accessing MTFS drives with sizes larger
than 4GB.

Contents of the Package

The NTFSDOS package (See the bottorn of this page) containg the following files:

* README.THT: This file
* MTFSDOS.EXE: File systern driver
* MTFSHLP WXD: Helper WD needed only for long filename support in Windows 85 Ll
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Game over!
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Scanning & Dictionary Attacks
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S, /
P

Port scan

E:‘-_"i MetScanTools Pro 2000 [TM] HmEE

[uate ! Character Generator Client l Echo l Time Sunc I IDEMT Server | Databaze Tests l Launcher I "WinSock Info ! Preferences l About !
Marme Server Lookup I HyperTrans I Finger i Fing | TraceRoute I Whois I SHMP i Detection | Email Walidate i SMTP Email Generator I
Wihat's Mew at WS I TCF Tem i MetScanner i MetTopography I Arp i MetBios [nfo | Metwaork: Info and Stats ~ Port Probe ITTEF‘ | Daytimei

e
A

nse % Probe Single Host v Autoclear . TCP E
" Prabe IP Range [ Show non-responding parts " LUDP
I i Target Host Mame or Start [P Address Start Port Connection Timeaut [me) " TCRAUDP
i~ Image Key—— T
- 1 2000
e [134.123.36 50 =] ] ] = Seq Probe
Images have End IF Addresz End Part W it After Eunnectﬁf] Probe Port List
tookips. 19341 154.59 | cf [=E 3000 2
: i _I —] ! i = Seq Target List
I el | Port#T arget List

M Target Computer List
o B 194,129, 36.50

: T2l - ICF = Crpr=d Edit Target List
@ oozl - ftp -

Edit Port List
- Sutp
- http Clear Besults

i - unknoumn
L. 00139 - TCP - nbzession

Merge Drilldoven

B

Probe Delay [me]

o2

it
i

Print SaveToFie | Find | Copy | <5 | Email Resuls| RFCs | Eit | Hep |
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g Dictionary Attack

¥ Brutuz - AET2 - www_hoobie_net/brutusz - [January 2000)

File Tool: Help

................

T arget ]1?2.15.2.30 T_I,.lpEITEh‘IEt _:I Start Stl:up Clear

—Connection Option
Puoit 323 Connections | 1T Timeou T J B0 [T Usze Progy Definel

—Telnet Option
b odify zequence l ¥ T to stay connected for !Llnlirnite "i atternpts

—Authentication D ptionz

v Uze Uzemame Iv Single Llzer Paszz Mode i"«-’v‘l:lrd Lizt "’i
Lzer D Irl:u:-t EHrawse Pazz File ]E:"-.F'n:ugram Files\Brutushenglis | Browse |

Fozitive Authentication Results
Target I Type ! Llzermame i Pazzword I

100% Timeout  Beest SathnSeq Tbmatbes Hoet

0 i-l-_l:rl:unt F:10th 0 Attempts per second [dle s
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Indirect Password Cracking
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Office Documents

EEEAI]'EITPR 1.02 - passwords.opr - 0] =]
Froject  Recovery  Help

Mo R BDE|YHES 0

—Encrypted Office 37 document |’|:fli|::ti|:|r1arj,I file |’F'asswcur|:| length options—————

GSOURCESYSECURITYADT | (= | | Minimum [1 [34] Masimum |5 [24]
B e e e Password successfully recovered ! E x|
" Brute-force atta :

gt i At nized Office 37 Pazsword Becovery stafisics: before file changing
& Djctionan attac passwards 51951 t waz changed

—Auto-zay e B45rs ask syrmbol: |7'_
Rl Byverage zpeed [pazswords per second] | E1450

azsword far thiz file wednesday
—Priarity options——
{* Bachkaround + 0K

—Status window

|passwurd3.dnc =

erval [ms] (200

23405/2007 15:25:03 - High-performance timer iz prezent. Performance calculations will be accurate
23405/2002 15:25:04 - Pazsword successfully recovered |
23405/2002 15:25:04 - 'wednezday' iz a valid password for this file

-

e &

Progress indicator % (13

\Advanced Office 97 Pazsword Recovery 1.0 (o] 1998-99 &ndy Malyshew, Elcom Ltd
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Z1p Files

EAZPR yersion 2.44 - Registered

Advdaced ZIP Password Recovery

@npn%@@

I wanced ZIP Pazsword Becoveny sta
paszwords 43843

Tatal time 196ms=
Average speed [passwords per second] | 223422

Faszward for thiz file hioliday
~Fﬁs&wrd in HE= B3 BF 6C 69 B4 B1 79
& Save.. & Ok

| —Status windomw

23/05,/2002 15:27:47 - Paszword successfully recovered |
23/05/2002 15:27:47 - 'holiday' 1z a walid pazsword for this file

Current pazzword Average SI:IE.'E!d
Time elapzed: Time remaining:
Frogrezs indicator

0z

|ﬁ3-2F'F| version 2 .44 [c] 1993 Yladimir K.atalow & Andy M alvzhey, Elcom Ltd
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And how to prevent It!

Peter Wood
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Prevention Is better ...

Harden the servers

Monitor alerts (e.g. www.sans.org)
Scan, test and apply patches
Monitor logs

Good physical security

Intrusion detection systems

Train the technical staff on security
Serious policy and procedures!
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Server hardening

www.fbtechies.co.uk/resources.htm

FAQ for How to Secure Windows
NT (www.sans.org)

Fundamental Steps to Harden
Windows NT 4 0 (www.sans.org)

ISF NT Checklist v2
(www.securityforum.org)

http://www.microsoft.com/technet/
security/bestprac/default.asp

L ockdown.pdf (www.iss.net)

Windows NT Security Guidelines
(nsal.www.conxion.com)

NTBugtrag FAQs
(http://ntbugtrag.ntadvice.com/defa
ult.asp?pid=37& sid=1)

Securing Windows 2000
(www.sans.org)

Securing Windows 2000 Server
(www.sans.org)

Windows 2000 Known
Vulnerahilities and Theair Fixes
(www.sans.org)

SANS step-by-step guides
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g Alerts

° WWW.Sans.org

° Www.cert.org

e WWW.Mmicrosoft.com/security
e Wwww.ntbugtrag.com

¢ WWW.WIinnetmag.com

* razor.bindview.com

* eeye.com

» Security Pro News (ientrymail.com)
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=101 x|

File Edit Wiew Configurations Machines Analysis Tools Reports  Help

Machine /IP; [WHITE-HAT-1 IP: [192.168.0.77 05: [windows 2000 wWarkstation STA_T/\_.

Configuration Fils: |CZ"~...'\NDFi|B|:hECkS.E|at Scan Mame: |

o 20000 FRODO (192,168,0,38)

2000 MERRY (192, 168,0,48) 1D | Risk | Machine | AutcFix | Categary | ovEID | Wulnerabiity o
20000 WHITE-HAT-1 (192,168.0.77) WWED‘I Medum WHITE-H... Mo Pazsword 1999-0535  Account Palicy: Minirmum Password Le
WWEES Medium  WHITE-H... Mo Password LM duthentication Enabled - W2k
WW‘I 210 Medium  WHITE-H... Yes Password LM Hazhes Exist - W2k, %P
WWSE Medium  WHITEH... Mo Service Service Unknown
W'W’EB Medium WHITEH.. Mo “web Brow. . IE &b Browser Outdated |
W'W’?D Medium  WHITE-H... Mo Reqistry Reqiztry Unrestricted - Windows Currer
WW’SM Medium  WHITE-H... Mo Info Disclo... Anorymous Connections Mot Restricte

419 Medium  WHITEH.. Mo Uszer Rights IJzer Rights: Log an as a batch job
V W73 Medum WHITEH.. Yes Unauthoriz...  1993-0658 DCOM Enabled
6‘#’805 Lo WHITE-H...  Yes Denial of 5... Printer Drvers Unsecured - W2k
¢WED2 Lo WHITE-H... ez Audit Policy 1999-0575  Audit of Backups and Restores Mot En
6'%"811 Lo WHITE-H... ez Info Disclo. .. Cached Logonz Enabled
6'%"?9?’ Lo WHITE-H... Mo Account P 1999-0682  Account Lockout Palicy: Reszet Locko
¢W?98 Lo WHITE-H... Mo Pazzword 1995-0535  Account Policy: kaximunm Password Ay
¢W?95 Lo WHITE-H... Mo Account P 1999-0682 Account Lockout Palicy: Lockout Durs

6'%2'?94 Lo WHITE-H... Yes Audit Policy  1999-0575  Audit; System Events Mot Enabled - '

6"#’?91 Lo WHITE-H... Yes Audit Policy  1999-0575  Audit; Policy Change Mot Enabled - ' =
R | :

Al | WHITEHAT |

Complete: 20020523 16:11:52 | [ion= =01 T b9 a0 W:

7o T 4
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L og Reporting Products

* DumpEvt (freeware)

(www.systemtools.com/free frame.ntm)

e NTLaSt (freeware) & Visua L ast

(www.foundstone.com/knowledge/free tools.html)

e |NTruUst (previously EventAdmin)
(www.aelita.net/products/intrust.htm)

* Event Log Monitor
(www.tntsoftware.com/products/ELM 3/EL M 30/)

e BindView (part of bv-Control suite)

(www.bindview.com)
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Good Physical Security

3
=

* Perimeter security

e Computer room security

* Desktop security

* Close monitoring of admin’swork areas
* No floppy drives?

* No bootable CDs?
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IDS

Real Secure
Tripwire
Dragon
Snort

WWW.hetwor Kintrusion.co.uk/ids.htm

for impartial guidance
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Secur ity Awar eness

 Sharing admin accounts

« Service accounts

 Account naming conventions

e Server naming conventions

* Hardening

» Passwords (understand NT passwords!)
« Two-factor authentication?
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Serious Policy & Procedures

3
o

e Top-down commitment

* |nvestment

* Designed-in security

* Regular audits

* Regular penetration testing
* Education & awareness
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Peter Wood

peterw @firstbase.co.uk

www.fbtechies.co.uk

technologies
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